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Abstract

The work in this thesis can be divided into three parts. The first two parts deal with optical
quantum communication protocols and the third part deals with quantum cryptography. The first
part of the thesis is a step towards reformulating quantum protocols in terms of coherent states.
Quantum communication protocols are typically formulated in terms of abstract qudit states and
operations. This leaves the question of an experimental realization open. Direct translation of
these protocols, say into single photons with some d-dimensional degree of freedom, are typi-
cally challenging to realize. Multi-mode coherent states, on the other hand, can be easily gen-
erated experimentally. Reformulation of protocols in terms of these states has been a successful
strategy for implementation of quantum protocols. Quantum key distribution and the quantum
fingerprinting protocol have both followed this route. In Chapter 3, we characterize the Gram
matrices of multi-mode coherent states in an attempt to understand the class of communication
protocols, which can be implemented using these states. We also derive the closure of the Gram
matrices, which can be implemented in this way, so that we also characterize those matrices,
which can be approximated arbitrarily well using multi-mode coherent states.

In the second part of the thesis, Chapter 4, we describe our collaboration with an experimen-
tal group to implement the quantum fingerprinting protocol and examine the tradeoffs between
the resources required to implement such protocols. It is seen that it is difficult to implement the
quantum fingerprinting protocol experimentally for large input sizes. This leads us to study the
tradeoff between the two resources expended during optically implemented simultaneous mes-
sage passing communication protocols: the duration of the protocol and the energy required to
run it. We derive general bounds on the growth of these quantities which are valid for all optical
protocols. We also develop tighter bounds for the growth of these resources for protocols imple-
menting quantum fingerprinting with coherent states.

Finally in Chapter 5, we venture into quantum cryptography. We introduce a new setting for
two-party cryptography with temporarily trusted third parties. In this setting, in addition to Alice
and Bob, there are third parties, which Alice and Bob both trust to be honest during the course
of the protocol. However, once the protocol concludes, there is no guarantee over the behaviour
of these third parties. It is possible that they collaborate and act adversarially against the honest
parties. We implement a variant of bit commitment in this setting, which we call erasable bit
commitment. In this primitive, Alice has the choice of either opening or erasing her commitment
after the commit phase. The ability to ask for an erasure allows Alice to ask the trusted nodes
to erase her commitment in case the trust period is about to expire. However, this ability also
makes erasable bit commitment weaker than the standard version of bit commitment. In addition
to satisfying the security requirements of bit commitment, our protocol also does not reveal any
information about the commitment to the third parties. Lastly, our protocol for this primitive
requires a constant number of trusted third parties and can tolerate a small number of dishonest
trusted nodes as well as implementation errors.
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Chapter 1

Introduction

Quantum physics offers a wide range of possibilities for communication. It allows us to perform
tasks which were not possible earlier using classical devices. Such a qualitative quantum advan-
tage is typically seen in quantum cryptograhpic protocols like quantum key distribution [4, 5].
Quantitatively, on the other hand, quantum messages can be used to solve distributed communi-
cation problems more efficiently [6—9]. Moreover, quantum communication protocols have also
proved useful to experimentally demonstrate the benefits of quantum technologies [3, 10, 11]. As
quantum networks are established in the near future, it is expected that we will be able to fully
exploit the power of quantum communication.

However, there are still several quantum protocols which cannot yet be implemented exper-
imentally. One of the major reasons for this is that protocols are theoretically stated in terms of
qudit states, and general unitary and measurment operations. Arbitrary qudit states can possibly
have large entanglement between the particles which constitute these qudits. As a result, it is dif-
ficult to create and manipulate these states in an experiment. Recently, therefore, there has been
an effort to reformulate protocols in terms of quantum states which are easy to create and ma-
nipulate. Coherent states are the simplest states of light. Unlike other states of light, no complex
or expensive equipment is required to produce these states. All one needs to create these states
are lasers and attenuators. Further, they are also very robust to noise. For this reason, several
quantum communication protocols have been successfully implemented by reformulating them
in terms of coherent states and linear optics [3, 10, 1 I]. Understanding when and how we can
reformulate communication protocol in terms of coherent states and linear optics is, therefore,
of paramount importance. In Chapter 3, we take the first step towards developing such an under-
standing. We work towards understanding the geometry of coherent states by characterizing the
Gram matrices of coherent states. This allows us to understand when a set of general qudit states
used in a protocol can be replaced by a set of coherent states.

While Chapter 3 focusses on trying to make abstract protocols more amenable to experimen-
tal implementation, in Chapter 4, we focus on improving the existing optical implementations of



quantum communication protocols, specifically the quantum fingerprinting protocol. The quan-
tum fingerprinting protocol solves an interesting problem in communication complexity with
exponentially lesser communication than what is possible classically. In this problem, Alice and
Bob need to send as small messages about their inputs as possible to a Referee, so that he can
determine if these inputs are equal or not. We describe our collaboration with experimentalists to
implement the quatum fingerprinting protocol in order to beat the classical information leakage
bound. During our discussions with the experimental team, we realized that even though the
protocol itself is relatively simple, implementing it experimentally for large inputs is difficult.
This naturally led us to consider the tradeoffs in the growth of the resources for implementing
communication protocols optically. We identify the mean number of photons and the number
of modes used as the resources which determine the energy required during the protocol and the
time needed to run the protocol. Tradeoff bounds on the growth of these two quantities are proven
using simple techniques from communication complexity. Indeed this is yet another testimony
to the power and generality of this theory. We further specialize to the case of coherent state
quantum fingerprinting protocols, and prove tighter tradeoff bounds for this case. In addition,
we show that the coherent state reformulation of the quantum fingerprinting protocol given by
Arrazola and Liitkenhaus [12] is almost optimal.

In Chapter 5, we turn our attention to cryptography. Certain cryptographic primitives, like
bit commitment, cannot be implemented even in the quantum setting without some assump-
tion, say on the computational capabilities or the memories of the dishonest parties [13]. There
are drawbacks to using functionalities built on such assumptions. The computational capabili-
ties of adversaries are continually growing, especially with the advent of quantum technologies.
Whereas implementations, based on the assumption of inherent noise in quantum memories, will
take a longer and longer time to run as the quality of these memories improves. We introduce a
new setting in the quantum regime: the temporarily trusted party setting to implement two-party
protocols. In two-party cryptographic protocols, the two parties, Alice and Bob, do not trust
each other. In the temporarily trusted party setting, in addition to these two parties, there are
third parties, which Alice and Bob both trust to be honest during the protocol. However, once the
protocol concludes, there is no guarantee over the behaviour of these parties. It is possible that
they collaborate and act adversarially. Therefore, we say that these third parties are temporarily
trusted. We develop a simple protocol for a variant of bit commitment in this setting. In addition
to the regular security requirements for bit commitment, our protocol also does not reveal any
information about the commitment to the third parties. The protocol is based on BB84 states,
which are already easy to implement optically. We believe that these states too can be substituted
with coherent states in the protocol.



Chapter 2

Background

2.1 Introduction

In this chapter, we will provide a brief introduction to the topics and results we use throughout
this thesis. We assume that the reader is familiar with the basic elements of quantum information
like density matrices, quantum channels, measurements, etc. This chapter does not contain any
new results and is simply meant to provide the reader with sufficient background to understand
the results presented in this thesis and to point them to the right references in case they wish to
explore the topic further.

2.2 Basic Notation

In this thesis, vectors will be denoted by alphabets, and should be identified by their spaces. For
example, v € C™ denotes a vector. We will use kets to denote physical quantum states. We use
the term quantum channel for a completely-positive and trace preserving (CPTP) linear map on
the set of matrices. For a matrix, P, the notation P > 0 will be used to indicate that the matrix
is positive semidefinite. In Table 2.1, we list the notation for frequently used sets from linear
algebra. We provide additional notation in the following sections after introducing the relevant
concepts.



Table 2.1: Notation for frequently used sets

L(X,)) The set of linear operators from complex Euclidean space, X to complex
’ Euclidean space, ).

L(X) The set of linear operators from complex Euclidean space, X to itself.

U(x,y) The set of isometries from complex Euclidean space, X’ to complex Euclidean
’ space, ).

Herm(X') The set of Hermitian operators in L(X').

Pos(X) The set of positive semidefinite operators in L(X).

D(X) The set matrices p € Pos(X') with Tr(p) = 1.

[n] The set {1,2,---,n}.

2.3 Distance measures

2.3.1 Matrix and channel norms

We use the Schatter p-norms for matrices. For a matrix X € L(C" C™), we define the Schatten
p-norm of X to be

X1, = (T((XTX)))F.

These norms are in fact the same as the corresponding vector p-norms on the vector of singular
values of X, i.e., | X|, = |s(X)|, where s(X) represents the vector of the singular values of X
In our study, we will be mostly concerned with the 1-norm and the 2-norm. These are

[X]1 = Te((XTX)7) = 3 si(X),

1
2

IX[ = (Tr(X' X)) = (Z )

The matrix 2-norm is convenient to use as it can be expressed in terms of the matrix elements.
The 1-norm or the trace norm is particularly useful for developing security definitions for cryp-
tographic protocols which are well motivated and composable [13—15]. In particular, the trace
norm characterizes ones ability to distinguish between two quantum states according to the
Holevo-Helstrom theorem.

Theorem 2.1 (Holevo-Helstrom theorem [ 16, Theorem 3.4]). Let p1, p2 € D(C") be two quan-
tum states. Suppose py and po are both prepared with a probability of 1/2. Then, the probability
of successfully determining which state was prepared is at most

1 1
—(1+=)p1 - .
2( +2||Pl P2||1)



Throughout this thesis and particularly in Chapter 5, we use the symbol ~ to compare two quan-
tum states using the trace distance. We say that p; ~. py if 1/2]p1 — p2|1 < €.

We can use these matrix norms to define induced norms on the set of quantum channels. The
induced channel norm of a channel ® : L(X') - L()) is given by

1@, = max{[|®(X)| : X € L(X) such that | X],}.

It can be seen from the definition of the induced channel norm that for a channel ® and a matrix
X, we have

[2(X) 1 < [ @] X5
This is a useful identity, especially when coupled with the following theorem.

Theorem 2.2 ( [16, Corollary 3.40]). Let ® : L(X) — L()) be a quantum channel, that is, a
completely-positive and trace-preserving map, then it holds that || ®|; = 1.

We see that the trace norm of a quantum state cannot increase under an action by a quantum
channel. This is the reason for the composability of security definitions based on the trace norm

[14].

2.3.2 Fidelity

The Fidelity function is also useful for quantifying the distance between two quantum states. The
fidelity of two quantum states p, o € D(C") is defined as

F(p.0) = |Vpv/alh.

According to Uhlmann’s theorem, the fidelity between two quantum states p and o can also be
characterized as the maximum possible overlap of the purifications of these states.

Theorem 2.3 (Uhlmann’s theorem [ 16, Theorem 3.22]). Let pa,04 € D(C™). Further, suppose
that [t ag) € C* ® C™ is a purification of pa, i.e., Trgr(|ar) (¥ ar|) = pa. Then, we have that

F(p,0) =max{|(¥|})]|:|par) € C* ® C" is a purification of o'}

The fidelity of two quantum states is also closely related to the trace norm between them.
This relationship between these two quantities is given by the Fuchs-van de Graaf inequalities.



Theorem 2.4 (Fuchs-van de Graaf inequalities [ 16, Theorem 3.33]). Let p,0 € D(C") be quan-
tum states. For these we have that

1 1
1-Slp-ali < F(p,0) <\[1-7lo -0l

1
1_F(p70) < EHp_O-Hl Sy 1_F(p70)2'

or equivalently,

2.4 Quantum information theory

2.4.1 Von-Neumann entropies

Let X be a Hilbert space. We define the von-Neumann entropy or simply the entropy of a
quantum state p € D(X) as

H(X), = 3 -Mp)ilogy(A(p):)

where {\(p);}; are eigenvalues of the matrix p.

Let X and ) be two Hilbert spaces. Using the above definition, we can define the mutual
information between registers X and Y for a bipartite state pyy € D(X ® )) as

I(X:Y),:=H(X),+H(Y),- HXY),.

Mutual information /(X : Y') can be thought of as a measure of the information contained in
the register Y about register X. This description of mutual information is based on Shannon’s
Noisy Channel Coding Theorem (see for example [ 7]) and the Entanglement Assisted Classical
Capacity Theorem (see [ 18, 19]).

2.4.2 Min-entropy

Min-entropy is an entropic measure, which is useful for quantifying the adversary’s information
especially in cryptographic settings. Von-Neumann entropy based measures usually characterize
operations in the i.i.d and asymptotic limit. However, min-entropy is a one-shot entropy, i.e.,
it can be used to tightly characterize finite sized tasks without any assumption on the structure
of the states. As we will see, in particular, min-entropy can be used to characterize the task of
privacy amplification for finite sized strings. The precise definitions of min-entropy and smooth
min-entropy vary across literature. In this thesis, we follow the definitions given in Ref. [13].



Definition 2.1 (Introduced in Ref. [14]). The min-entropy of a quantum state psp given B is
defined as

Hyin(A|B), = —log, (inf{Tr(op) : 0p > 0and pap <1a®@0p}).

Furthermore, since the min-entropy is discontinuous as a function of the state p 4 3, a smoothed
version of min-entropy is defined by taking a supremum over all states close to the original.

Definition 2.2 (Introduced in Ref. [14]; we follow the definition in Ref. [13]). The e-smooth
min-entropy of a quantum state p 4 given B is defined as

Hremn(A|B)p = Sup{Hmin(A|B)ﬁ | ﬁAB 2 07

1
éuﬁAB = paglli < Tr(pap)e
and Tr(pag) < Tr(pag)}

To understand min-entropy better, we will focus our attention to the case where an honest
party holds the classical register X and the adversary holds a quantum register (), which might
be correlated with X. In other words, the state pxq = ¥, p(X = z)|z) (2| ® p, is distributed
between the two parties, with the honest party holding classical register X and the adversary
holding (). In such a scenario, a natural way to quantify the information held by the adversary
about string X is to calculate the maximum average probability of him being able guess the string
in register X . This is given by

Paess(X|Q) := max {ZP(X = x)Tr(Mmpig)}

where the maximum is taken over all sets of possible POVMs { M, } ... Then, it can be shown [20]
that in this case the min-entropy of X given () as

Hiin(X]Q) = =105 (Pouess (X Q).

We also point out that the smooth min-entropies satisfy the following important properties. For
€ € [0,1) and quantum states pap, and c4p = Pp(pap) where @ is a channel on the register
B, we have

Hyio(AlB')6 2 Hiyin(AlB),. 2.1)

This is called the data processing inequality for min-entropy [2 1, Theorem 6.2]. As a special
case of this inequality, observe that for € € [0, 1) and a quantum state papc

H{.(AB) > HS,,(A|BC). (2.2)

Further, we also have the following chain rule [21, Lemma 6.8]. For € € [0,1) and a quantum
state papx, where X is a classical register, we have

Hyin(A|BX) 2 Hii (Al B) = logy (dim (X))

in



Lastly, smooth min-entropy is particularly interesting to study since it tightly characterizes the
task of privacy amplification. If the smooth min-entropy of a string held by an honest party given
the adversary’s information is /arge, then the honest participant can use privacy amplification to
create a smaller key which is almost decoupled from the adversary. Privacy amplification can
be performed by applying a family of two-universal hash functions randomly on the string. A
family of functions Ext : {0,1}" @ R — {0, 1}* is said to be two-universal if for every x # ', we
have Pr,.[Ext(x,r) = Ext(z’,7)] < 27¢ where r €z R is chosen uniformly at random.

Theorem 2.5 (Privacy amplification theorem [14,22]). Let Ext : {0,1}" @ R — {0,1} be a
family of two-universal hash functions, and pxq a classical-quantum state. Further, suppose
PXQR = PxQ ® Tr, Where T is the completely mixed state, i.e., R is uniformly random. Then, we
have that

PExt(X,R)QR e T{0,1}¢ ® PQR

where ¢ = 273 Huu(XIQ)-0-1 4 o,

We have once again stated the theorem as it is stated in Ref. [13].

2.5 Background on quantum optics

We only require a few basic concepts from quantum optics for our purpose. We will cover all
of these briefly in this section. To begin, the Hilbert space for a single optical mode, H, is a
countably infinite dimension Hilbert space. Formally, we identify this Hilbert space with ¢, the
set of all square summable sequences. If n is the photon number operator on this Hilbert space,
then we can let {|k)};°, be the eigenvectors of 7. These form an orthonormal basis for 7, and
are called the Fock basis. A concrete way to view # is as

_ {ika) Y el < oo}.
k=0 k=0

The photon number operator on this space is given by
2= ) kIk) (k
k=0

The number operator on the Hilbert space of m-modes H®™ is given by N := > n;, where

=] ®-®n®- @I (the number operator acting on the i Hilbert space). Since, N is
Hermltlan it can also be associated with a measurement. Using Eigenvalue decomposition,
write N as N = Yoo Py, where P, is the projector onto the n-photon subspace, i.e.,

P, = Z |n17n27"'7nm> (nlan27"'7nm|
(n1,+,nm )eSy



where S, = {(ny,n2,,ny) : Yty n; = n}. The measurement corresponding to N is the
measurement { P, },,. We will also refer to the random variable corresponding to the measurement
result in this basis as N. Thus, the probability of measuring n-photons in the state p will be
denoted by

Pr,[N =n] = Tr(P,p).

The mean number of photons of the state is given by

E,[N]= Y nPr, [N =n] = Te(Np).

n=0
Finally, we note that the Markov inequality for N (viewed as a random variable) implies that

Pr,[N >a] < EPEN] : (2.3)

2.5.1 Coherent states

We will be looking at coherent states and their properties for a large part of the thesis, in par-
ticular because it is easy to generate them experimentally. One can simply use lasers to create
coherent states as laser pulses approximate these states very well. These states also minimize the
uncertainty relation between the two phase quadratures of light and are the most classical states
of light [23-25].

However, we do not require a lot of background on coherent states. A (single-mode) coherent
state can be defined as the eigenstate of the annihilation operator, or simply the state

oo

o) = eol2 3> 2|y 2.4

n=0 TL'

for o € C. It should be noted that we will use Greek alphabets inside kets to denote a coherent
state. A multi-mode coherent state [26] is simply

&) lauk)
k=1
for {oy.}7_, ¢ C. We will use %), to denote the set of n-mode coherent states.
6, = {ei¢®|ak): V1<k<n, ap€C, gbeR}
k=1

This notation can be simplified, by using the map

[-): C"—



which takes an amplitude vector, o = (a; ag -+ ozn)T e C, and creates a multi-mode coherent
state using its components, that is,

la) = & la)
k=1
Hence, %, can be written as
6, = {eid’Hoz)) caeCl gpe R} .

During Section 3.2, it will be seen that this notation arises naturally. Finally, we note that the
inner product between two coherent states is

(Bla) = exp(-3al? - 3|37 + 6a).

2.6 Communication complexity

Communication complexity is the study of the number of bits two parties need to communicate
in order to be able to compute a function on their inputs. There are different models of
communication one can consider to quantify the communication complexity of a function. In
this thesis, we will mainly deal with the Simultaneous Message Passing (SMP). We will however
use results connecting the complexity of a function in the SMP model with the two-party
deterministic communication complexity of a function. In this section, we describe these
settings and the results we use in this thesis. We point the reader to the books [27, 28] for a more
thorough introduction to this subject.

We begin with an overview of classical communication complexity. Consider two parties
Alice and Bob who wish to collaborate and compute a function f : X' x) — {0, 1} on their inputs
x and y exactly using a deterministic protocol 1I. The number of bits they need to communicate
with each other for this purpose is called the communication cost of the protocol on inputs x and
y and denoted by costy;(x,y). The communication cost of the protocol is given by

cost(IT) := max{costy(z,y)}.
z7y

Further, we define the deterministic communication complexity of a function f to be the mini-
mum communication cost for computing f. That is,

D(f) = mgncost{l_[}

where the minimization is over all deterministic protocols II which compute f exactly. The defi-
nitions given above can also be extended to randomized protocols which allow for an error € > 0
during the protocol. Typically two types of models for randomness are studied in communication
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complexity: shared randomness and private randomness. In the shared randomness setting, Alice
and Bob have access to an arbitrarily long random string, which they can use during the protocol.
Whereas in the private randomness setting, Alice and Bob can generate randomness only locally.
A randomized protocol II is said to compute a function f with error at most ¢, if for every pair
of inputs =,y we have

Pra[Il(z.y) # f(z,y)] <e. 2.5)

The communication cost of the protocol is once again defined to be the maximum number of bits
which Alice and Bob may be required to communicate during the protocol, and the randomized
communication complexity of f is defined as the minimum protocol cost for computing f. We
omit the details for randomized protocols here, since knowledge of these will not be required
during this thesis.

The Simultaneous Message Passing (SMP) model is a more restricted setting in communi-
cation complexity. In the SMP model, there are three parties: Alice, Bob and a Referee. Alice
and Bob receive inputs = and y. These inputs are not visible to the Referee. Further, throughout
this thesis we consider the model where Alice and Bob have access to private randomness as
well. Models where Alice and Bob have access to shared resources like shared randomness (or
shared entanglement in the quantum case) are also studied, but we will not require these for the
purpose of this thesis. Alice and Bob both send messages to the Referee, so that he is able to
compute f(x,y) with high probability. It should be noted that Alice and Bob cannot view each
other’s messages in this setting. A protocol is said to compute function f with error at most ¢
if it satisfies the condition in Eq. 2.5 for every input x,y. The communication cost of a SMP
protocol II is the maximum number of bits Alice and Bob have to send to the Referee for any
input and randomness. The SMP communication complexity of computing a function f with
error at most € denoted by RQ( f) is the minimum communication cost of any SMP protocol
which computes f with error at most e.

We can define similar settings in the quantum case as well. In this thesis, however, we will
only consider quantum communication protocols in the SMP model. The setting of the model is
the same as the classical model above. However, now Alice and Bob can send quantum states
as messages to the Referee. In the model that we consider in this thesis, there are no shared
resources!!! between any of the parties. Now the communication cost of the protocol is quantified
using the maximum number of qubits sent by Alice and Bob during the protocol. Suppose II is
a SMP quantum communication protocol, then we define costg(:ﬁ, y) to be the total number of
qubits sent by Alice and Bob to the Referee. As before, we define the quantum communication
cost of the protocol as

costo(11) = max{cost?(z,y)}.
2.y

[IFor example, one can consider variants of this model where Alice and Bob share entangled states.

11



The quantum SMP communication complexity of computing f with error at most € denoted by

(f) s
QU(f) = min{eosto(I1)}

where the minimization takes place over protocols which compute f with error at most €.

We will now state some well known results in communication complexity, which will be
used later on in this thesis. The following theorem shows that up to multiplicative factors the
communication complexity of function is the same for different errors.

Theorem 2.6 (Confidence Amplification; see for example Ref. [27]). Consider a function
f:XxY—={0,1} and 0 < € < 1/2. In the classical SMP communication setting, we have
that

RI(f) = O(R! ,(f)log(1/e)).

This result can easily be proven by having the parties repeat the same protocol many times
and by having the Referee output the majority outcome. A similar result is also valid for other
randomized settings and protocols. Thus, as long as the error of a protocol is below 1/3 2],
we can convert it to a protocol with arbitrary non-zero error while keeping the order of the
communication the same. Moreover, for this reason it is also sufficient to consider the error to be
1/3 when studying randomized communication complexity. The next theorem provides a lower
bound for the classical SMP communication complexity of a function in terms of its deterministic
communication complexity.

Theorem 2.7 (Babai and Kimmel [29]). The classical SMP communication complexity of a func-
tion f: X xY — {0, 1} satisfies

RL,(f) = (/D(f)).

The following lower bound can be proven by observing that any g-qubit quantum state can be
specified using O(q29) classical bit with exponential precision (see for example Ref. [7, Section

2]).

Theorem 2.8. For any function f: X x Y — {0,1}, the quantum and classical SMP communi-
cation complexities are related as follows

1(f) = Qlog(R())).

(2n fact, we only need the error to be strictly smaller than 1/2.
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Chapter 3

Characterization of Gram matrices of
multi-mode coherent states

3.1 Introduction

It has been shown that the use of quantum resources offers significant qualitative and quantitative
advantages over classical communication for several problems. Quantum cryptographic proto-
cols are a prominent example of the qualitative advantage, while numerous protocols demon-
strating the quantitative advantage in terms of communication or information complexity have
been developed [6—9]. The theoretical description of these protocols is usually given in terms
of d-dimensional quantum systems, or qudits. However manipulation and control of these sys-
tems still remains a challenge. Due to this reason the question of experimental implementation
of these protocols is also left open. The most successfully implemented quantum protocols are
ones which have been reformulated in terms of coherent states, which can be produced using

lasers, and linear optics. Widely celebrated quantum key distribution [ 10, 30, 31] and quantum
fingerprinting protocols [3, | 1, 12] fall in this category, and as always there is a great impetus
towards realizing more protocols using these tools [32—-34].

Consider the quantum fingerprinting protocol as an example. The protocol solves the Equal-
ity problem in the simultaneous message passing model. Essentially two parties have to check
whether the strings they hold are equal or not in the absence of shared randomness and with as
little communication as possible. In 2001, Buhrman et al. gave a quantum protocol for this prob-
lem [7], which required exponentially less communication than the optimal classical protocol
for this task. It was not until 2015 [11] though, that the protocol was implemented experimen-
tally. This implementation became possible after the protocol had been reformulated such that
it required only coherent states and linear optics, in a way which also preserved the communi-
cation cost [12]. The original protocol mapped the set of n-bit strings, {s;}%, to qudit states,
{|v:)}¥, < H,, such that for i # j, the overlap, |(1;]1;)| < 0 for some §, and dim(#,) = O(n).

1=
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It should be observed that this is in fact a constraint on the Gram matrix of the vectors. Us-
ing this mapping, they showed that one could decide if two strings were equal or unequal by
communicating only O(logn) qubits. Arrazola et al. [12] showed that one could instead choose
multi-mode coherent states which satisfy the requirements on the overlap for the protocol. This
naturally leads us to ask under what conditions can the vectors forming a Gram matrix be chosen
as multi-mode coherent states, so that a protocol implemented by them may be run using coher-
ent states.

This is the question we answer in this chapter. We characterize the set of Gram matrices of
coherent states and their closure. Not only will such a characterization help us in reformulat-
ing quantum protocols in terms of coherent states, but it will also shed light on the fundamental
properties of sets of coherent states, which are the most classical states of light [23-25]. A Gram
matrix of a set of quantum states encodes the information about their orientation relative to each
other. For this reason, we can very often exchange one set of states with another in a protocol if
their Gram matrices are the same, though the measurements also need to be changed correspond-
ingly!!l. Additionally, the set of states attainable by applying physical tranformations on an initial
set of states also depends on the Gram matrix of the initial set of states [35,36]. Therefore, our
work also characterizes all the set of states attainable from a set of multi-mode coherent states.

The chapter is organised as follows. In Section 3.2, we completely characterize the set of
Gram matrices, which can be constructed using multi-mode coherent states. This result is stated
as Theorem 3.1. We provide a test to check if a matrix belongs in this set. We show that the
Hadamard exponential of Euclidean distance matrices can be written as a Gram matrix of multi-
mode coherent states, which proves that they are positive semidefinite. Moreover in Section 3.3,
we derive the closure of this set to characterize the Gram matrices, which can be approximated
arbitrarily well using multi-mode coherent states. This characterization is presented in Theorem
3.2.

3.2 Characterization of Gram matrices of multi-mode coher-
ent states

Throughout this Chapter, we will consider general multi-mode coherent states. We choose to
study these states due to the relative ease with which one can implement them. A coherent state
can simply be thought of as a pulse of laser. On the other hand, we can implement a multi-mode
coherent state using a sequence of laser pulses. In this case, the modes are chosen to be the
temporal modes. We begin by recalling some notation introduced in Chapter 2. Recall that for

UIf two sets of vectors have the same Gram matrix, then one can transform one set into the other using an
isometry.
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an amplitude vector a € C™, the corresponding n-mode coherent state is given by

o) = ® o)

We use %, to denote the set of n-mode coherent states.
€, = {ei¢®|ak): V1i<k<n, a;eC, ¢6R}
k=1

={e?|a):aeC", peR}.
The following notation will be used to denote the standard inner product on a Hilbert Space, H.
(-,-) : HxH—C

As an example, the inner product between two multi-mode coherent states, ||«)) and | 3) will be
denoted as (||cv), | 3)). Finally, we also define a function which takes an n-tuple of vectors and
maps them to their Gram matrix.

Definition 3.1. For a Hilbert space, H, we define G to be the function which takes vectors
vy, Vs, -+, Uy, € H and maps them to their Gram matrix.

G :H" > Pos(C")
(G (v1,v9,,0,));; = (v, v5) for 1 <4, j<n 3.1

Given this definition of (G, we can introduce the notation,
G(Sn) = {G(Uh Vg, -, Un) 1V, V9,7, Up € S} .

where S c H is a set of vectors.

In this section, we will prove a theorem which characterizes Gram matrices of multi-mode
coherent states. Namely, we will answer the question: can we write a Gram matrix P, as
P =G(ean), e ]ag), - e |an))?

If indeed the matrix P is a gram matrix of multi-mode coherent states, then for every 7, j

. m . m
P = (6“1” Qi) . € Q |Oéjk)>
k=1 k=1

for some given number of modes, m € N, a set of amplitudes, {a;x : j € [n],k € [m]} and a set
of real phases, {¢; : i € [n]}. Let us further simplify this:

Py = ¢ T o) o)
k=1
) T 1 .

= oi(8j=¢0) H exp (—5 (|aik|2 + |ajk|2 - Q%kajk))

k=1
. 1 & .
- (106500 5 3= laal' ol - 2000
k=1
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Define, the vector, «;:= (v ago - ozim)T eCm, and the vector of phases,
¢:= (¢1 ds - dn)" €R™ for every ie[n]. This naturally gives rise to the notation men-
tioned earlier for multi-mode coherent states. The inner product can be written as

1
Py =exp (=3 (JoulB + oyl - 2ais05)) +(6; - 00) (2

or equivalently,

Py = exp (=3 lai -y +§ (mf{as,a,)} + (65 6))) (3

For a particular branch of the In functions Eqgs. 3.2 and 3.3 are equivalent to the existence of
{Ni;}i; € Z for which

In(Py) - 27Ny = =5 (Il + ey - 2fax, )
+i(6;-01) (34
or equivalently,
In(Py) - 27Ny = = i - oy
i (Im{(o 3)} + (6 - 60) 35
holds for every i, j € [n].

In the Lemma that follows, we characterize matrices () which satisfy

Qi =~ (ol + s 3 - 2a,05)) 41 (65 - )

for some set of complex vectors {«; };, and real phases, {¢;};. For the statement of this Lemma,
we define the vector, u € C™ to be the vector of all ones, i.e.,

wi=(11-1)"

Lemma 3.1. For a matrix, Q € L(C"), the following are equivalent:

(I) There exists m € N, a set of complex vectors {«; :i € [n]} c C™, and a set of real phases
{¢i:ie[n]} cR such that fori,j € [n],

1 .
Qij = =5 (leall3 + o |3 = 2, ) + (&5~ 64) - (3.6)
(II) Q € Herm(C™), Q;; =0 for all i € [n] and there exists a vector, x € C", such that

Q+zu +ux’ >0. (3.7)
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(IlI) Q € Herm(Cn), Qy; =0 for all i € [n] and for every vector, s € C", such that (u, s) = 1, it
holds that
(1-us")Q(1-su)>0. (3.8)

(IV) Q € Herm(Cm), Q;; = 0 for all i € [n] and there exists a vector, s € C", such that (u, s) = 1
and
(1-us")Q(1-su)>0. (3.9)

(V) Q € Herm(C™), Qy; = 0 for all i € [n] and for every vector, y € C", such that (u,y) = 0, it
holds that

y'Qy > 0. (3.10)

Proof. In the characterization presented here, () behaves similar to a Euclidean distance matrices
[37,38]. The equation of the inner products of the vectors in statement I of the Lemma is similar
to the equation for an element of a distance matrix. The proofs of these statements are almost
the same as the ones given by Gower in Ref. [37] for the characterization of Euclidean distance
matrices. It should be noted however that () here is not a distance matrix, since its entries may
be complex. We will prove the statements of the theorem in the order

(1) = 1) = (D)

(I1) = (III) = (IV) = (1)

(IIT) = (V) = (III).
We will prove that statement (I) = statement (IT). It is clear from Eq. 3.6 that () is Hermitian
and that for every i € [n], Q; = 0. Let H be the Gram matrix of the vectors, {«;},, that is,

H;; = (a;, a;). Then, we have that H is positive semidefinite, since the set of Gram matrices and
positive semidefinite matrices is equivalent. We can write Eq. 3.6 as

1
Qijzi(¢j_¢i)_§(Hii+Hjj_2Hij)- (3.11)

Without loss of generality let, H = () + X for some X. Then, H;; = Q;; + X;; = 0+ X;; = X;;. We
substitute this into Eq. 3.11 to derive a consistency equation for X.

Qij =i (d;— ¢i) - % (Xii + Xjj = 2Qu5 - 2X55)
1 . 1 ,
= Xij = (EX” + Z¢z) + (§ij — Z¢j)

Define z € C", as x; := X;;/2 +i¢; (Xii = |a;|3 € R, and ¢; € R). Then, for i, j € [n] we may
write

_ *
Xij —ZEi+l’j,
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which is equivalent to
X =zu’ +uz'. (3.12)

Therefore, if statement (I) is true, then H = @ + zu’ + uz’ > 0. Thus statement II is true.

For the converse, statement (II) = statement (I), assume that () € Herm(C"), for every
i € [n] Qi = 0 and that there is a vector, x € C", such that @ + xu + uz’ > 0. Let H := Q + zu’ +
uz’. Then, there exists a set of vectors, {c;}7,, such that H;; = (o;, a;), since H is positive
semi-definite. We can now show that these amplitude vectors satisfy Eq. 3.6 for an appropriate
definition of ¢. To see this, observe that

Hij = Qij +x; + {E;
Hm’ =x; + ZL’:
Now let’s evaluate the following expression.
o3+ 13 - 2{exi, o)
= H“ + H]] - 2Hz
=£L‘i+ZE; +ZL‘]‘+1’; —2Qij—21’i—2{1);
= =2Qi; — (i —a7) + (z; - 2})
= _2Qij - QZIH]{CL’Z} + QZIm{ZE]}

Define, ¢ € R, such that ¢, := Im{x;} € R. Then, the right hand side of Eq. 3.6 is

-5 (ol + oy 13 - 20 059) + 05 - 6)
= (Qij + Im{z;} —dm{z;}) +i (Im{z,} - Im{z;})
= ng

Hence, given statement (II) one can define a set of amplitude vectors, {c; }-, € C™, and a vector
of phases, ¢ € R™ such that Eq. 3.6 is satisfied for all 7, j € [n]. Therefore, (I) < (II).

For all the rest of the statements the facts () ¢ Herm(C") and @);; = 0 for every i € [n] are
common. So, we don’t need to prove them for each statement. We will assume these and prove
the rest of the statements. To see that statement (IT) = statement (III), choose a vector, s € C”,
such that (u, s) = 1. We note that for any such choice

(]1 - usT)qu (]1 - suT)
= (]l - us*) (acuT - x(u*s)u*)
=0. (3.13)
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Using the fact that the expression in Eq. 3.13 and its conjugate are zero, we can now show,
starting with statement (II), that

H=Q+zu +uz™>0
:>(]l—usT)H(]l—suT)20
:(l—usT)Q(]l—suT)zO.

This proves that statement (II) = statement (III). Statement (III) = statement (IV) trivially.

For statement (IV) = statement (II), assume that the vector, s € C" is such that (u, s) = 1, and
(]l - usT) Q (]l - suT) > 0.
We can write the above as
Q+zu" +ux' >0,
for the choice, x := § (s'Qs)u - Qs. Hence, we have shown the equivalence of the first four

statements.

For statement (III) = statement (V), we have that (1 -us")Q (1 -su’)>0 for every
s € C" such that (u,s) = 1 using statement (III). Then, for every vector, y € C*, such that,

(u,y) =0,
yT(]l—usT)Q(]l—su%)yzO
= y'Qy > 0.

For statement (V) = statement (III), we assume that for every vector, y € C*, such that,
(u,y) =0,

y'Qy > 0.

If we choose any vector s € C" such that (u, s) = 1, and any vector v € C", then we can construct
a vector y with (u,y) = 0 by setting y = (1 — su")v. Using statement (V) with this choice of
vector y then gives

v (1 -us")Q(1-su")v>0
= (]l —usT)Q(]l - suT) >0,
which proves statement (V) = statement (III).

O

We can use this Lemma to check if a matrix is a Gram matrix of multi-mode coherent states.
First, we define the Hadamard logarithm, as

(Ino(P)); =In Py
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Using Eq. 3.4 and Lemma 3.1, we have that a matrix P such that P;; = 1 for every i € [n] is
Gram matrix of coherent states if and only if there exists a matrix of integers /V € Z™*" such that
(Ine(P) -27miN) e Herm(Cn), 2miN;; = In 1 for every i € [n] and

(11 - “77”) (Ino(P) - 2miN) (11 . “7‘”) >0,

However, in this form this condition cannot be checked since there are countably infinite choices
for the matrix, N. Now, we will show that we only need to check this condition for a finite
number of matrices, N. First, we show that if a matrix can be written as a Gram matrix of
multi-mode coherent states, then one of the coherent states can be chosen as ||0).

Lemma 3.2. If P =G(e|ar)), e |as), -, e |an)), then
P =G(e91]0), e oy ), -+ en]a)),  where of=ai-o1, and ¢} = ;- Im{{ai 1)}
for every i € [n].

Proof. This can be proven by just plugging in the values given above in Eq. 3.3. [

Our goal is to restrict the values the matrix element N;; can take. We accomplish this by
using a complex In function mapping to the branch, [3, 3 + 27) in the following equation.

1
In(Py) = 3l -
+i(Im{(ai,aj)}+(¢j—¢i)+27rNij) (314)

The imaginary part on the left hand side of Eq. 3.14 is restricted to the interval [, 5 + 2m). If
we can bound the terms in the imaginary part on the right hand side, then we would be able to
bound the terms N;; as well. For this purpose, we define the parameter,

6 == min | P. (3.15)

irj
If 5 = 0, then we know that P ¢ G(%), since the inner product between two coher-
ent states cannot be zero (see Eq. 3.2). So, we consider § # 0. If PeG(%"), then
P =G(e ) ar)), e asg)), -+, e |a,)) for some amplitude vectors, {c;}™; with oy = 0 and

real phases, {¢;}", (using Lemma 3.2). Moreover, we can assume that for every i € [n],
¢; € [0,2m). Then, for every 7, j € [n] we have that

—2m < b — by < 2. (3.16)

For a matrix P € G(%"), we have
: 1 5
6 = min{exp | -5 i — ;5 |}
% 2
1 2
- (- (maxtla-alab) ).
Z?]

20



This implies that

max{[a; - a2} = (~2In(8))"2.
]

For every i € [n], and amplitude vector, «; in this representation of P, we have

levil2 = [l = 0|2
= [l = an ||z
< H%?X{”ai — a2} = (-21n(0)) "2

Further, we have that for every i, j € [n]

(v, )] < o 2]le 2
<-2In(d) =[21n(d)|.

We will use this to bound the Im{«;, a; }, using
Im{(cv, o) }| < |(cu, ;)] < |21n(0)| (3.17)

Now, observe that in Eq. 3.14 if we consider the In function with [, 5 + 27) branch, for every
i,j € [n] we have

B <2n Ny + Im{{ay, o)} + (&5 — ¢)
= B -Im{{v;, ;) } = (¢; — &) < 27Ny
= [ —-12In(0)| - 27 < 27N},
and,

27TN1J + Im{(()é“()éj)} + ((b] — ¢1) < 5 + 27
= 27 N;j < +2m —Im{(ai,aj)} — (o5 - ¢)
= 2w N;; < B+ 47+ |21n(6)],

for which we have used Eqs. 3.16 and 3.17. Thus for every i, j € [n] we have the following
bound:

1 1
Nl-jEZO[E——|ln(5)|—1,£+—|ln(5)|+2). (3.18)

2t 7w 2r 7
To summarize, we have proven that if P € G(%), then there exists an integer matrix N € Z™"

with elements in the range given by Eq. 3.18 and a set of vectors, {«; }; (wWhere a; = 0 specifi-
cally) and phases, {¢; };, such that for every i, j

) 1
In(Py;) — 2w N = 5 (llail3 + o3 = 2{eu, o))
+i (¢ — ;).
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Using the characterization of matrix equations of this form given in Lemma 3.1, we have that
this is equivalent to (In ®(P) - 27iN') being a Hermitian matrix, 27iN;; = In(1) for every i € [n]
and

T il
(11 - ﬂ) (Ino(P) - 2miN) (]1 - ﬂ) > 0.
n n
Thus, we have proven the following Theorem, which characterizes the Gram matrices of multi-

mode coherent states. Here we consider the In function with the branch [3, 3 + 27).

Theorem 3.1. For a matrix, P € Herm(C") such that P; =1 for all i € [n], P € G(%)
for some m € N if and only if there exists an integer matrix N € Z™", such that
(Ine(P) -27miN) € Herm(Cm), 2miN;; = In(1) for every i € [n], and

f #
(1—ﬂ)(1n@(P)—2w¢N)(]1—ﬂ) > 0. (3.19)
n n
Further, we can restrict the range of the elements of N to the following:
1 1
N, eZm[ﬁ__|1n(5)|—1,ﬁ+_|1n(5)|+2) (3.20)
2 m 2t w

for every i, j € [n], where § := min, ; | P;;| > 0.

Note that Eq. 3.19 can be replaced with any of the statements from Lemma 3.1. We have
used s = u/n in the statements III and IV of Lemma 3.1 for simplicity. Moreover, for every
matrix P € Herm(C") we only need to check Eq. 3.19 for finitely many matrices, N. However,
we need to check the conditions for exp(O(n?)) number of matrices N, where n is the size of
the matrix P. It might be possible to use semidefinite programming and rounding methods to
create a more efficient algorithm for this task but we do not pursue this lead here.

In the following corollary, we show that we can restrict the number of modes of the coherent
states forming a Gram matrix to the size of the matrix.

Corollary 3.1. ForeverymeN, G(¢",,,) =G (€").
That is, no more than n-modes are required to represent a Gram matrix of n-vectors.

Proof. A matrix P € Herm(C") with P;; = 1 for every i € [n] can be written as a Gram matrix
of coherent states if and only if there exist complex amplitude vectors, {c;}”, c C™ (where m
is the number of modes) and a set of real phases {¢;}", such that

1
Py = exp (=5 (sl + ol = 2c,05)) + 65 = 99

It is clear from the above equation that the collection of vectors, {Oéz'}?:l, is isometrically invari-
ant, i.e., if {a;}, satisfy this equation, then for a U € U(C™,Cr), the vectors {Ua«;}?, also
satisfy this equation. Therefore, one can simply constrain the vectors, {a;}",, to be in an n-
dimensional space (since there are only n vectors), i.e., we can choose the number of modes
m=n.

]
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Corollary 3.1 tells us that one cannot do better by simply increasing the number of modes.
With this result in hand, we can see that the set of Gram matrices, which can be constructed
using coherent states, is just G(%*). Therefore, in Section 3.3, where we study the closure of
the set of Gram matrices of multi-mode coherent states, we will just consider the set G(%").

We will demonstrate our characterization result by using it to show that n multi-mode coher-
ent states, {€?% |; )}, can be chosen such that for 7 # j the inner product (e*%i||a; ), €% |a; ) =
r for some r € (0, 1]. That is, we can choose acute equiangular multi-mode coherent states.

Example 3.1. Acute equiangular coherent states

To show that coherent states with the aforementioned property exist, we show that the Gram
matrix, P € Herm(C") such that P;; = 1 for every i € [n], and P,; = r (where r € (0,1]) for
every i # j € [n], can be constructed using coherent states. For this we choose the In function
with [-m,7) branch. Then, In®P is Hermitian. Moreover, In P; = 0 for every ¢ € [n], and
In P;; = In(r) for every ¢ # j € [n]. That is,

moeP =In(r)uu’ - In(r)1.

Then, we have that
il il
(1—33)(m@f3(1—31)
n n

wll)(-) oo

Thus, we can choose n coherent states, such that the inner products between any two of these
states is equal to some r € (0, 1].

We can also use our characterization to prove that the Hadamard exponential of a Euclidean
distance matrices is positive semidefinite. We will formulate this result as Corollary 3.2. A
matrix, D € L(R") is a Euclidean distance matrix if there exist vectors, {«;}", c R", such that
fori,je[n]

1
Dij = —5\\0% - a3

In Ref. [37] it has been proven that a matrix is a Euclidean distance matrix if and only if

(1—3@)D(1—@£)20 (3.21)

n n

Lastly, we define the Hadamard exponential of a matrix, X as the component wise exponential
of a matrix. That is,

(exp ©(X))y; = exp(Xyy).
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Corollary 3.2. The Hadamard exponential of a Euclidean distance matrix, D is positive semidef-
inite. That is

expo(D) > 0. (3.22)

Proof. Let P := exp®(D). Since, D is a Euclidean distance matrix, it is a real matrix and
P,; > 0 for every 7, j. If we choose the In function to be the Inarithm with the branch [-, ),
then In ®(P) = D. Using this fact, we have

(1) (1) 0

n n
il il
:(n-ﬂ)(ln@(P))(n—ﬁ)zo
n n
= PeG(%))
=P>0

= expo(D) >0,

where we have used Theorem 3.1 in the third step and the fact that Gram matrices are positive
semidefinite in the fourth step. [

One can, in principle use Theorem 3.1 to not only check if a given square matrix, P € L(C")
(such that P; = 1 for every i € [n]) can be represented as a Gram matrix of coherent states or not,
but also to find a set of coherent states, {e® |a;)}; such that P = G(e®1|ay)), -, e |ay,)).
One can use the following algorithm for example. Choose In to be the logarithm with the branch
[-7, 7). For the given matrix P, calculate § := min, ; |P;;|. Let

Fi={Nezmn

3 1 3 1
-2 -] + ()

for every i # j € [n], 2miNy; = In(1)

NZ] eZn [
for every i € [n] and
(Ine(P) -27miN) e Herm(C™)}.

be the set of possible integer matrices. Note that this set is finite. For every N ¢ F do the
following:

1. Let X = (1 —uel) (Ino(P) - 27iN) (1 - eyu’).

2. Check if X is positive semidefinite or not.
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(a) If it is positive semidefinite, then Theorem 3.1 (we are using an alternate but equiv-
alent version of the condition in Eq. 3.19 for convenience) guarantees that you can
write your matrix as a Gram matrix of multi-mode coherent states. Moreover, these
coherent states can be found by using the columns of X'/2 (this can be seen through
the proof of Lemma 3.1). If

X1/2 = (041 OZQ cee an)

where a; € Cn for each i€[n], then we have
P =G(e|ar), 2| ag)), -, e |a,)) for ¢; := ~Im{In P;; } for each i € [n].

(b) If it is not positive semidefinite, move to the next integer matrix in F.

Finally, if X is not positive semidefinite for any of the integer matrices N € F, then P ¢ G(%").

Remark: 1f we replace e; with u/n in the above algorithm, then X and X 1/2 will have rank
at most (n — 1), which means that one could in fact choose vectors in C*~! to satisfy Eq.
3.2. Thus, we can choose (n — 1)-mode coherent states to construct any matrix in G(%")
or, G(6) = G(%" ;). One can also see this through Lemma 3.2, which allows us to reduce
the rank of the amplitude vectors by at least 1. We state this result as Corollary 3.3, a slightly
strengthened form of Corollary 3.1.

Corollary 3.3. Forn,m e Nandn >2, G (€"

etem) = G (€3L4).
However, we will continue to use G (4,?) to represent the Gram matrices of n multi-mode
coherent states for notational convenience.

Since, it seems hard to decide if a Gram matrix P lies in G(%) or not, we provide two
Corollaries, which would be helpful in deciding this question in certain cases. Both of these rely

on the fact that it is easy to check if a matrix is a Euclidean distance matrix (EDM) (see Eq.
3.21).

Corollary 3.4. If P € G(6"), then the matrix R := [In(|P,;|)];; is a Euclidean distance matrix
(In function considered here is the real logarithm function).

Proof. If P € G(€"), then for every i, j € [n]
1 2
In(|75]) = =5 llei = a2 (3.23)
for some complex vectors, {a;}?., c C". Define, a 2n- dimensional vector j3; :=
(Re{a;},Im{c;}) for every i € [n]. These vectors would also satisy Eq. 3.23. Further these

can be rotated into a n-dimensional space using an orthogonal matrix, which would leave the
distance between these vectors invariant. Hence, the matrix K would be an EDM. O]
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One may wonder if the converse also holds in Corollary 3.4, i.e., given that for a Gram matrix
P, the matrix R := [In(|P;|)];; is a Euclidean distance matrix, does this imply P € G(%,*)? This
is seen not to be the case. A counterexample is the Gram matrix of three equiangular vectors in
two dimensions,

1 =05 -0.5
P=1-05 1 =05
-0.5 =05 1

The matrix R := [In(|P;])];; in this case is an EDM, but one can use the algorithm based on
Theorem 3.1 to show that P ¢ G(%"). However, the converse does hold when all the elements
of the Gram matrix P are real and positive.

Corollary 3.5. If P € Herm(C™) and P;; € R and P;; > 0 for every i, j € [n], then P € G(€?) if
an only if n © P is a Euclidean distance matrix (In function considered here is the real logarithm
Jfunction).

Proof. The fact that if P € G(%?) then In ®P is a Euclidean distance matrix can be seen using
Corollary 3.4 in this case. For the other direction, since In ® P is an EDM, we can choose vectors
{a;}, c R™ such that for every i, j € [n]

1
In Py = 2 o - 3
1
= Py =exp (-3 lai - ay3).
which implies that P = G(||a1)), -+, |, ))) using the fact that «; are real vectors and Eq. 3.3. [

We can also connect our work to the coherent state mapping presented in Ref. [39]. We will
assume that the entries of the Gram matrix, P are close to 1 (and P;; = 1 for all 7 € [n]). That
is, the angles between the vectors forming the Gram matrix are small. In order to recreate this
Gram matrix using multi-mode coherent states, we need to find amplitude vectors, {«a;}, c C",
a phase vector, ¢ € R™ and an integer matrix such that Eq. 3.19 is satisfied. We choose the
[-7, 7) branch of the In function. Further, for convenience we assume that no element of P lies
on the negative real axis. In this case, In ® P is Hermitian, with zero diagonal. We will choose,
{a;}?, c Cn, such that |2 = 1 for all ¢ € [n], ¢ = 0, and N = 0. For these choice, we need
{a;}1, satisfying

1
In(P;) = -3 (lewil3 + 13 = 2(ev, ) +i (b5 — &5)
1
=3 (2 - 2(a;, ).

Using the assumption that the entries of P are close to 1,

Py =1+0((Py - 1)?) = =1+ (e, )

= Pij ~ (0, 05).
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Thus, the problem of finding coherent states in this case reduces to finding unit vectors forming
the Gram matrix, P. This can be done easily by choosing {a;}", to be the columns of B for
any B such that P = BTB. Ref. [39] studies exactly this mapping of qudit states ({c;};) to
multi-mode coherent states ({||c;)) };). Our results show that this is indeed well motivated.

3.3 Closure of the set of Gram matrices of multi-mode coher-
ent states

The set of Gram matrices of n multi-mode coherent states, G(%) is not closed. For example,
one may construct Gram matrices arbitrarily close to the identity matrix using coherent states,
but the identity matrix itself cannot be constructed, since the inner products between any two
coherent states is never zero. In this section, we will characterize the closure of G(%,"), which

we will represent as G(%"). This set consists of the Gram matrices which can be approximated
arbitrarily well using Gram matrices of coherent states. Experimentally G@ is more relevant
than G(%*). One expects that block diagonal Gram matrices, where each of the blocks is a
Gram matrix of coherent states, would lie in G@. Each block could be realized by the set of
corresponding coherent states, and one could displace the amplitudes between the sets relative
to each other with a sufficiently large amplitude vector to achieve this. In fact, we will show that
all the matrices in G(%*) can be put into such a block diagonal form. To prove this, we will
require two intermediate results, Lemmas 3.3 and 3.4. Lemma 3.3 relates the distance between
the amplitude vectors of two coherent states with their inner-product with each other and a third
coherent state. Lemma 3.4 shows that if a Gram matrix with non-zero entries belongs in G(%?),

then it also belongs in G(%*). Together these two will allow us to characterize G(€.").
Lemma 3.3. If[a), | B), [v) € €y, are such that ||}, [ B))] = pag and [([ ), [v))] = Par, then

(_2111.77&”/)1/2 + (_21npaﬁ)1/2 > |8 =72
> |(-21mpay)* = (~21mpas) ] (3.24)

Proof. From Eq. 3.3, the following can be deduced:

Ja= B2 = (~21n (pag)) "'
Ja=7]2 = (~21n (pay)) 2.

To establish the lower bound, we use the triangle inequality in the following manner.

Iy =Bla=(v-a) - (B-a) |
> ||y -als - |8-als
> | (=210 par)"* = (=21 pag) |
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We use the triangle inequality again to establish the upper bound.

Iy =Blz2< v -al:+ 15 -al,
= (—21npm)1/2 + (—21npa5)1/2

]

Before we go on further, we would like to point out that if P € G(%¢"), then P;; # 0 for all
i,j € [n]. This can be seen from Eq. 3.2. In the lemma that follows, we prove that if a matrix
with non-zero entries belongs in G(%"), then it also belongs in G(%").

Lemma 3.4. For P € L(C") such that P; = 1 for all i € [n], if P;; # 0 for all i,j € [n], then

PeG(6)) ifand only if P € G(6).

Proof. P € G(%") implies P € G(%€") is trivial. For the other direction, we have that, if
P e G(%}"), then there exists a sequence, {F;}>, € G(%) such that lim; P, = P under the
2-norm (where the 2-norm, | - | is defined as | X |, = (Tr(XX))!/2; all norms are equiva-
lent in a finite dimensional space [40], so we can choose the 2-norm without loss of gener-
ality). Firstly, observe that P € Pos(C") and that P;; = 1 for all i € [n], since these sets are
closed. Moreover, this implies the existence of integer matrices, { N, }72, c Z™", for which each
(Ine(Py) — 2miNg) € Herm(Cn), 2mi(Ny);; = In(1) for every ¢ and such that for all y € C»,
(u,y) = 0 (we are using an alternate characterization of Theorem 3.1; see Lemma 3.1, Statement
V)

y (Ine(Py) -2miN,)y > 0.
Further, we can assume that for all ¢, 5:

1 1
(N € Zn [ﬂ e -n 2 s e + 2)
2t 7 2t 7
where Jj, := min; ; |(Fy);;|, and the branch of the function In is chosen such that it is continuous
at P;; for every i, j € [n]. Before we proceed further, we show that for sufficiently large k£ we

can restrict the choice of matrices, /V,, to a finite set.

Claim: For the sequence, { P, };>, and integer matrices { N}, };°, as described above, there exists
M e N, such that for all £ > M and for all 4, j € [n], we have

5 5
(Na); €Zn [26 1 ()]~ 1 B, %|ln(§)| s 2),

T T 2T

where 0 := min; ;|P;;|. This essentially says that the range of elements of N can be made
independent of £.
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Proof of claim: Since, ¢ # 0 and the elements (P );; - P,; for every i, j € [n], we can choose M
such that for all £ > M and 4, j € [n]

1)
| [(Pr)ijl = 1Pyl | < 5

2
1)
= | Pyl - 3 < |(Pe) s
1)
= 0- 3 < |(Pr) sl

)
= 5< |(Pr)ijl-

Since, this is true for all 7, j € [n], for every k > M we have
) :

5 <min|(Fi)i] = o
27‘7

Using the fact that |In(x)| is decreasing for x € (0, 1], we see that

(81 f
- %|1n(5k)| -l

1
= + %|ln(5k)| +2)

18 a subset of

(O Ly 2 L )
o I L ()] 2).

This proves the claim for M as chosen above. [ ]
Now, we only consider the infinite sequence of matrices, { P, : k > M}, where M is the number
as defined in the claim above. Observe that the integer matrix corresponding to each of these
matrices, Ny, is chosen from the finite set of matrices,

F:={N ezZ™"|foralli,je[n]:
s

B 1.6 1, .6
L Im(2)| - 1< Ny < = + —|In(=)| + 2.
5~ ()= 1< Ny < o—+ —|In(5)[ +2}

We can write
f: {K17K27 7Kl}

for some [ € N to emphasize the fact that its finite. Since, this set is finite and the sequence (Ny)x
is infinite, there exists a p € [/] such that N, = K, for infinitely many k. Define K := K, for
convenience. We choose a subsequence of {Py : k > M}, { Py, }:2, such that Ny, = K for all
t > 1. Also, as this is a subsequence of { P}, P, — P. Now, observe that for every y € C" such
that (u,y) = 0 and forall ¢ > 1,

yT(ln O(Py,) - 2miK)y > 0.
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This implies that for such a vector, v,
tllglo y'(Ino(P,) - 2miK)y >0
= 5'(In o(lim(P,)) - 2miK)y 2 0
= y'(Ine(P) - 21iK)y >0,

where we have used the fact that K is a constant and the functions— f,(X) =y"Xy, and
f(X) =IneX are continuous. The In ® X function is continuous because we chose the branch of
the In function such that no element of P lay on the branch cut. Further, 27i( K );; = In(1) for ev-
ery i, since K = Ny, for some k, and In ©(P) - 2mi K = limy_, . (In ®( Py, ) - 2miK) € Herm(Cn),
because the set of Hermitian matrices is closed. Using an equivalent characterization of Theorem
3.1, this proves our claim. L]

We need one final notion to characterize G(%"). Observe that if

G(vy,-+,v,) € G(E)), then
G(Uw—l(l), --~,U7r71(n)) = PWG(Ul, "',Un)P; € G(Cg,?), (3.25)

for any permutation 7 (where P, represents the permutation matrix associated with 7). If one
can construct a Gram matrix, () using coherent states, then all one needs to do to construct the
Gram matrix, PWQPT"{ is to permute the order of the coherent states forming () by 7. Therefore,
Q € G(€) is equivalent to P,QP; € G(%). In fact, because of the isometric invariance [16]
of the 2-norm, Q € G(%€) is equivalent to P,QP) € G(¢). We can use this fact to simplify
our analysis of matrices in G(%?). In the rest of the chapter, we will refer to a Gram matrix of
the form, Q' = G(vr-1(1), Vr-1(2), ", Ur-1(n) ) @s a rearrangement of the vectors forming the Gram
matrix, Q = G(vy, va, -+, vp).

Theorem 3.2. A matrix, P € L(C"), is a member of G(6) if and only if P can be written as

P

P

P,PPI =P = (3.26)
1=1

Py,

where, @2, P; represents a direct sum of matrices, { P}, and for each i € [m], P; € G(6y.)
for some n; € N, and Py is a permutation matrix.

In other words, P € G(€") if and only if up to a rearrangement of the vectors forming it, P can
be written as a block-diagonal matrix where each block is a Gram matrix that can be realized by
multi-mode coherent states.

Proof. We will first prove that if P € G(%"), then it has the aforementioned block diagonal form.
This will be done in two steps. In the first step, we will establish two properties of elements of

30



such a matrix, P. In the second step, which primarily relies on linear algebra, we will show that
these two properties suffice to prove that the matrix, P, has the required block diagonal structure.

Step 1: Fora P € G(%?), and indices i, k € [n] such that P, + 0 we will prove that, if j € [n]
such that P;; = 0, then Pj; = 0 and if j € [n] such that P,; # 0, then P; # 0. The idea is that if
two multi-mode coherent states have a non-zero inner product then their amplitude vectors have
to be a finite distance away from each other, but if their inner product approaches zero then the
distance between these vectors has to grow infinitely large.

We will first show that if P, # 0 and j € [n] such that P;; = 0, then P}, = Pj, = 0. To prove this
pick a sequence, { P}, € G(%") such that,

u=1 —

lim P, = P.

uU—>00

Here, we once again consider the 2-norm without any loss of generality. Observe that this is
equivalent to

hm (Pu)ab = Pab

for all a,b € [n]. Since, P, e G(%"), there exist multi-mode coherent states,
{ewi]al )}, € %, such that (P,),, = (e[ a), e |ap)) for all a,b € [n]. Using Lemma
3.3, we have,

(_21n’(Pu)jk’) = HO‘k_C(j B
1/2
> (=2 |(P),1) " = (-2In] (P ).

Taking the limit, u — oo, we have

lim (~2In[ (P, )" > (-2t lim [ (P),, 1)
- (~2mlim [(P),])"
> (<2 lim [ (P, 1)
~ (=2In|Py)"?,

where we have used the continuity of | - |, In(-), and (-)!/2 functions. The limit on the RHS tends
to oo since limy o0 | (Py),;| =P = 0 and Py, # 0, therefore

1/2
(210 Jim [(P);]) " = oo
= lim | (P,) ;| =Pl = 0.
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Hence, for P, # 0, and for every j € [n] such that P,; = 0,
Py = Py, = 0.

since, P is Hermitian.

(3.27)

Now, we will prove that given Py, # 0, if for j € [n] P;; # 0, then Fy; # 0. For j such that P,; # 0,

using the upper bound given in Lemma 3.3, we have

1/2

(—2ln| (Pu) i |)
< (-2 (|(P)i)) " + (=21 (J(P) )2

= o - ajls

Taking the limit, u — oo, we have
i 1/2 . 1/2
lim (=210 ] (P), 1) < lim (=210 (I(P.)))
+ lim (=21 (|(P)iy)) "

< (=2In|Pu))"?
+(=2In|Py))"? = M < o0

where we have defined M to be the upper bound. This gives us
Lo
|Pji| > exp (—§M ) > 0.
Therefore, for Py, # 0 and j € [n] such that P,; # 0, we have

Py = P # 0.

(3.28)

Therefore, we have proven that for any n € N, a matrix, P € G(%)?), and i, j, and k € [n] Eq.
3.27 and Eq. 3.28 hold. These two properties are sufficient to establish the block diagonal

structure of P.

Step 2: We will use induction on the size of the Gram matrices to prove the statement that
if P e G(%"), then P has the block diagonal form given in Eq. 3.26, up to a rearrangement of
the vectors forming it. First observe that since the sets, {X ¢ L(C"): X;; =1 forall i € [n]} and
Pos(Cn) are closed, P will belong in these sets. The induction hypothesis is clearly true for n = 1
as P = (1) is the only Gram matrix in this case and P = G(|0})). We assume that our hypothesis

is true for all p < n. For P € G(€"!), P can always be put into the form

n+1
Pz
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where z € C". It can be shown that P’ € G(%*). Since, P is positive semidefinite, we can
write P = G(v1,v2, -+, vn41) for vectors, {v;}?!. Then, P' = G(vy,vq,-+,v,). By the induction
hypothesis, there exists a permutation, 7 such that

P

PWP,P; = G(UW—1(1), ey UW—I(N)) = P2 (329)

Lo

where for every i € [m], P! € G(%,;) for some n;. We can transform P as

Pr 0\ ,(Pi O
e (e )
and prove our claim for this matrix without loss of generality. So, from now on we will assume
that P is block diagonal in the first n x n entries.

If for every i € [n], P11y = 0, then our matrix is already in the required block diagonal
form. So, we will assume that there exists ¢ € [n] such that Pn+1y: # 0. Observe that the block
structure of the first n x n entries divides the vectors forming the Gram matrix into orthogonal
subspaces. So, we may associate a subspace with each Gram matrix, P/ (Eq. 3.29). Further
assume without loss of generality that the vector, v; (Where P = G(v1,v9,++,U,41)) is in the
subspace associated with the Gram matrix, P/ (if not one can always permute the vectors
forming P such that this is true). Then using the fact that for all j such that P;; = 0, P,41); =0
(Eq. 3.27), one can see that P also has a block diagonal form if one includes the (n + 1) row
and column in P}, (See Fig. 3.1 for a schematic representation of this fact). We will call this
new last block P,,. All the other blocks remain the same.

Furthermore, for every [ € [m - 1], P/ € G(%¢,,'), and if we prove that the new block, P,
belongs in G(¢,™) then we would be done. Observe that P, € G(¢,m), which means
that (P/,),, #0 for all w,v € [n,,]. In addition, using Eq. 3.28, we can show that for all
u,v € [ng, +1], (Pn),, *0. Moreover, P,, ¢ G(¢"). Using Lemma 3.4, these two imply

+1
that P, € G(¢'™}"). Therefore, if P € G(%"), then P has the block diagonal form given in Eq.
3.26, up to a rearrangement of the vectors forming it.

We will prove the converse of the statement by construction. We will present a construction
for Gram matrices with 2 blocks, which can be generalised to m blocks easily. Suppose, we have
P e G(%,}) and P, € G(%,2), then we wish to prove that

P

Pl n
( P2)6G(‘5n)
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k i n+1

n+1 { {P(Jﬁl)k} } ‘ Pl ‘ ‘ 1 ‘

Figure 3.1: In this figure, we schematically represent the matrix, P € G(%€"}), which is diagonal
in its first n x n entries. We consider the case where F(,,,1); # 0. The facts proved in Step 1 of
the proof show that the zero (white) and non-zero (gray) terms in the i"-row (column) coincide
with zero and non-zero terms respectively in the (n + 1)®-row (column).

for n = ny + no.
For i = 1, 2 let the multi-mode coherent states, {ei‘z’ia'

a’) };;1 be such that

i),

(Pi)yy = (€ ay))-

There are at least two ways in which this can be accomplished. One way would be to put both
the sets of amplitude vectors into the same space, say X = C" for n/ = max{ni,n,}, and to
displace one of the sets by a large amplitude vector, A € X'. This way the inner products of the
coherent states belonging to the same set of states remains invariant for appropriately defined
phases, but the inner product of the coherent states belonging to different sets would tend to zero
as the norm of the vector, A, tends to co. The second way, which we present here, is similar
but it puts the amplitude vectors in different subspaces, and makes the distance between these
subspaces go to oo.

We will define multi-mode coherent states {e'®s | 5;(A)) }?:1 dependent on a parameter, A €
R, such that their Gram matrix will approach P as A - oo. Define,

n:=ni+nse
and,

{8;(A)} c(C"eC™)e(CoC)
{(I)j}?:l cR
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such that for each j € [n],

aleleAde0 j<n
Bi(A)=1 1" o
OéBozj,@O@A j'=7-n1>0

D ¢15 j<m
’ G J'=j-n1>0

Given these, one can check that the following hold for u,v € [n4 ]

18.(A) = B (A3 =l = I3
Im {{3,(A), B,(A))} = Im {{ar,, o)}
¢, -, = ¢1u - ¢1v7

whic imply that,

(€ [Bu(A)), e [Bo(A))) = (e ey ), € oy ))-

Similar relations hold for the case when u, v > n4, although one needs to replace v with v’ = u—n4
and v with v’ = v — ny on the RHS of these equations. For v < ny and v > n,, we have

[8u(A) = Bo(A)3 = o |3 + oy |3 + 2A% 2 24
= (e[ 8.(A)), e[ B.(A)))] < exp(-A). (3.30)

The matrix, P(A) = G(e®1|51(A)),-, e[ 5,(A))) is a member of G (€",,) and also of
G () (by Corollary 3.1) for every A € R. For this family of matrices, we have that

. P s
lim P(A) =( PQ) cG (7).

This together with the observation that P € G(%) < P,PP} ¢ G(€") for a permutation ma-
trix, P, completes our proof.

]

We have proven here that an n x n Gram matrix can be approximated arbitrarily well using
Gram matrices of multi-mode coherent states if and only it can be put into the form of Eq. 3.26.
Moreover, we have also shown that if this is the case then we can approximate it using at most
n—mode coherent states. During the proof of the converse of the theorem, we also suggest
a way to construct such matrices, which would potentially require only max;{n;} number of
modes (here n; are the dimensions of the block diagonal matrices in Eq. 3.26). Secondly, one
may wish to understand the energy requirements for approximating a Gram matrix up to an
error, €, using coherent states. In the proof for the converse presented here, the overlap between
the states of two blocks decreases exponentially fast in the number of additional photons (Eq.
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3.30). Therefore, we would only require O(log(1/¢)) additional photons to approximate a block
diagonal Gram matrix.

We use this characterization of the closure of G(%4") to show that one cannot arbitrarily
approximate Gram matrices of mutually unbiased bases using multi-mode coherent states. Recall
that two orthonormal sets of vectors, {|e;)}™, and {|f;)}", are said to be mutally unbiased [4]]
if for every i, j € [n]

fes) LD = - (31

In standard literature, these sets are bases of C*. However, we relax this condition here and
consider these to be sets of vectors in the infinite dimensional Fock space.

Example 3.2. Gram matrices of mutually unbiased bases cannot be arbitrarily approximated
using multi-mode coherent states

Consider two mutually unbiased sets of vectors, & = {|e;)}, and F = {|f;)}", in the Fock
space. & and F are orthonormal sets satisfying Eq. 3.31. For these vectors, define
P:=G(le1),lea), -, len) s [fi)s|f2)s -+, fn))- Suppose, P e G(€2"), then using the fact that
Py # 0 and Pj; # 0 implies Py; # 0 for such matrices (equivalent to Eq. 3.28 in Theorem 3.2),
we have that since Pj(,,.1) = (le1),|f1)) # 0 and Pae1y = (le2),|f1)) # 0, Pio = (le1) , |e2)) # 0,
which is a contradiction. Hence, P ¢ G(€3").

3.4 Conclusion

In this chapter, we successfully characterized the set of Gram matrices of multi-mode coherent
states and its closure. We provided tests to check if a Gram matrix belongs to either of these
sets. We proved that no more than (n — 1)-modes are required to represent a Gram matrix of
n-vectors. These results will hopefully serve as a toolbox for formulating quantum protocols in
terms of coherent states, and facilitate their experimental implementation. They also add to our
theoretical knowledge of coherent states, and completely describe sets of states attainable from
them. We also expect our results to be beneficial towards understanding the kind of quantum
resources a communication protocol requires.
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Chapter 4

Optical quantum fingerprinting

4.1 Introduction

Quantum communication allows for exponential savings as compared to classical communica-
tion. This fact was demonstrated by Buhrman et al. [7] who gave a protocol requiring only
O(logn) quantum communication for the Equality problem in the simultaneous message pass-
ing (SMP) model. This is exponentially smaller than the communication lower bound of Q(\/n)
for classical protocols solving the problem in the same model. Their protocol is referred to as the
quantum fingerprinting protocol. Furthermore, this protocol is not merely a theoretical curiousity.
It has been demonstrated experimentally in regimes where it requires lesser communication than
any possible classical protocol. These experimental realizations were made possible by the re-
formulation of the protocol in terms of coherent states and linear optics.

This chapter will mainly deal with optical protocols in the simultaneous message passing
(SMP) setting. We refer the reader to Section 2.6 for a description of this setting and the known
results. This chapter consists of two parts. In the first part, we discuss our collaboration with
experimentalists to demonstrate a quantum advantage in terms of information loss during the
protocol. This is a much more difficult task compared to what has been previously done. The
challenges encountered in the implementation of this experiment motivated us to look at the
growth of resources in general protocols to solve the Equality problem. In the second part of the
chapter, we study the tradeoff between the two resources expended during optically implemented
SMP communication protocols: the duration of the protocol and the energy required to run it. We
derive general bounds on the growth of these quantities which are valid for all optical protocols.
Then, we develop tighter bounds for the growth of these resources for protocols implementing
quantum fingerprinting with coherent states.
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4.2 Experimental quantum fingerprinting

In this section, we describe our work with an experimental collaboration to implement the quan-
tum fingerprinting protocol. The goal of the experiment is to beat the classical information
leakage bound for the Equality problem. We helped the group to determine the correct parameter
range for the experiment, as well as to figure out the optimal way to conduct the experiment.
We describe the results used for this purpose, and the challenges faced during the experiment.
This will lead us into a theoretical analysis of the growth of the resources required to conduct the
experiment, which we shall cover in the next section.

4.2.1 Coherent state quantum fingerprinting protocol

We first recall the coherent state quantum fingerprinting (QFP) protocol given by Arrazola et
al. in Ref. [12]. Let E : {0,1}" - {0,1}™ be a classical error correcting code (ECC), such
that for strings x + y, h(E(x), E(y)) > 0m (where h is the Hamming distance) for some § > 0
and m = O(n). That is, the error correcting code guarantees us that the encodings for two
different strings will differ for at least ¢ fraction of the strings. For a string = € {0, 1}, define
the amplitude vector o, € C™ as

(ar)i = (-1 [ £ (.1
m
for every i € [m]. The quantum fingerprinting protocol requires Alice and Bob to map their
strings = and y to quantum states [¢),) and [¢,) such that whenever = # y, | (|¢y,)| < v for
some 7 < 1. These amplitude vectors have been chosen such that the states { o)) }zef0,13n satisfy
this criterion. For z # y, we have |(]a.), [, ))| < 2% < 1. Now, we describe the quantum
fingerprinting protocol which is based on these states.

Coherent state quantum fingerprinting protocol [12]:

1. Suppose Alice’s input is « and Bob’s input is y. Then, they prepare the states |« )
and ||ay, ) for the amplitudes defined above in Eq. 4.1 and send them to the Referee.

2. The Referee performs an interference measurement on the two states he receives: the
optical states are passed through a balanced beam splitter and the number of photons
at the dark port is measured using a CCD detector 1.

3. If the number of photons measured is greater than a certain predetermined threshold
(un the Referee concludes that the strings were different.

[ The protocol given in Ref. [12] uses single photon detectors instead of CCD detectors
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If the states received by the Referee in the above protocol are the same, then ideally he should
not observe any photons in the dark port. However, due to experimental imperfections a certain
threshold i, 1s set depending on the experimental parameters. The aforementioned description
of the states { |« )}, using Eq. 4.1 is only a particular example of possible fingerprinting states
for the strings. If a quantum fingerprinting protocol uses coherent states as fingerprinting states,
then we refer to it as a coherent state QFP protocol, while we refer to the above protocol as the
coherent state QFP protocol.

4.2.2 Experimental QFP to beat the classical information leakage bound

The aim of our experiment is to implement the coherent state quantum fingerprinting protocol
given in Ref. [12], and to beat the classical information leakage bound for the equality prob-
lem [34]. This protocol has been previously implemented in two different experiments [3, | 1].
The experiment by Xu et al. [1 ] demonstrated that the coherent state QFP protocol required
lesser communication than the best known classical protocol. Guan et al. [3] went a step further
and showed that this protocol requires lesser communication than any possible classical protocol.
Both these experiments focus on the communication complexity of the problem. They use the
communication cost or the number of qubits required to perform the protocols as a measure of
communication. For protocols, which use states in infinite dimensional Hilbert spaces like coher-
ent states, the equivalent number of qubits, which would be required to approximate these states
(using a tool like Theorem 4.2) are used to determine the communication cost of the protocols.
In our experiment, we look at the information complexity of the problem instead. In Ref. [42],
a measure of information transmission based on quantum Shannon theory called quantum in-
formation leakage was provided for this problem and it was theoretically shown the quantum
protocol required exponentially lesser communication than the classical protocols. The aim of
our experiment is to show that the coherent state QFP protocol can be used to provably beat the
information leakage bound for classical protocol. As it turns out, it is much more difficult to do
so. Our analysis reveals that the experiment has to be conducted for string lengths, which are
almost two orders of magnitude larger than what the previous experiments did.

In the following subsection, we present the relevant definitions of quantum and classical
information leakage in the SMP model. We also give the bounds for information leakage in the
classical and the quantum settings. In the second subsection, we discuss the experiment and the
techniques used to estimate the experimental parameters.

4.2.2.1 Information leakage for the equality problem
We begin by first defining the classical information leakage of a protocol in the SMP model.

Intuitively, the information leakage of the protocol is the information leaked to the Referee by
Alice and Bob about their inputs. This notion is formalised by considering the mutual informa-
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tion between Alice and Bob’s messages, and their inputs.

Consider the protocol II to compute the function f in the SMP model with error €. Let the
random variable X represent Alice’s input, and Y represent Bob’s input. Let Ry represent the
private randomness of the Referee. Finally, suppose that M 4 and Mp are the random variables
representing messages sent by Alice and Bob to the Referee during the protocol II. We then
define the information leakage of the protocol as follows.

Definition 4.1 ( [34]). The information leakage of the protocol II on the input distribution p €
P(X xY) is defined to be

IL(H,p) = I(XY : MAMBRR)
and the information leakage of the protocol II is defined as

IL(TT) := max IL(II, p).

peP(XxY)

The information leakage for computing f with error € is defined as
IL(f€) := irﬁf{IL(H)}
where the infimum is over SMP protocols which compute f with error €.

From early work [43] in the field of classical communication complexity, it is known that
the information leakage of the Equality problem is at least 2(\/n). Since, the quantum finger-
printing protocol given by Buhrman et al. uses only O(logn) qubits, the information leakage of
such protocols is also bounded above by O(logn) (for coherent state protocol this is formally
presented below). However, the classical lower bound proven in [43] is very weak, and it would
be difficult to violate it experimentally. For this reason, Arrazola and Touchette proved a stronger
lower bound in their paper [34], and it is this bound which we use in our experiment to determine
the required string length. We state this bound as Theorem 4.1.

Theorem 4.1 ( [34]). For everyn € N, € > 0, 0; > 0 and 05 > 0 satisfying € + 1 + 65 < 0.5, we
have the following lower bound

IL(Eq,,,€) > 51(2\/93(6 +01 +02)n — g3(€e + 61 + 2) = ga(n,n, 02) = 10) = g1(2n) 4.2)

with g1 (x) = 2log(x+1) +10, go(x,y, 2) = 210g(z22(1i;(’e)) +1)+2and g3(x) = 2log(e)(0.5-z)>2

Following the definition of information leakage for protocols in the classical SMP setting, we
can define the quantum information leakage of a protocol in the quantum SMP setting. Suppose
during a SMP protocol II, Alice sends the quantum state o2 to the Referee on input x and Bob
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sends the state 7’ on input y. Further, suppose that p is the joint distribution over the inputs. In
this case, the joint state of Alice, Bob and the Referee during the protocol is

pxyap =y, p(z,y)|z) ([ ely) (y" @0l e ny. 4.3)

Cc7y

For this protocol, we define the quantum information leakage as follows.

Definition 4.2 ( [42]). Given a quantum SMP protocol as described above, we define the quantum
information leakage as

QIL(IT) = max I(XY:AB), (4.4)

peP(XxY)

where p is the state described in Eq. 4.3.

In Ref. [12], Arrazola and Liitkenhaus show that one can arbitrarily approximate the coherent
states {||a )}, with constant mean photon number by quantum states living in a O(log(n))
dimension Hilbert space. Their argument can be also extended to include coherent states with
mean photon number below a certain value. This would be helpful later on. We state their result
with this modification as Theorem 4.2.

Theorem 4.2 ([12]). Let {||cy)) }ocfo,13n be a set of m-mode coherent states such that for every

, |3 < p. Then, for every € > 0, there exist a collection of states {|V;)}ze(0,13» € Hq where
log(dim(H4)) = O(ulog(m)) such that

H ”az»«a:vH - |\Ila:> <\Ijac| Hl <€

for every x € {0, 1}™. In particular, if m = O(n), then log(dim(Hy)) = O(plog(n)).

Proof. We provide a proof of this theorem in the Appendix A.2. [

This result can be used to prove an upper bound of O(logn) on the quantum information
leakage of the coherent state QFP protocol. Suppose in such a protocol, Alice and Bob map their
strings to the multimode coherent states { |, )) }. with constant mean photon number yi. Then, for
e > 0, we can choose a Hilbert space H, which contains states approximating { |« )}, as above.
By using a continuity bound for entropy (the Fannes-Audenaert inequality), the following upper
bound for the quantum information leakage of such protocols was proven in Ref. [47]

QIL(I1E ) < log(dim(Ha)) +2nv/2¢ + H(/2€) @.5)

where we use Hé@QFP to denote any family of coherent state fingerprinting protocols with con-
stant mean photon number, and Hs(z) = —zlog(z) — (1 — =) log(1 — z) is the binary entropy
function. Strictly speaking, this bound does not show that the information leakage is bounded by
O(logn), since the right hand side grows linearly in n. However, this bound is numerically easy
to use. Further, since ¢ is arbitrary one can optimize over €. This makes the growth of the bound
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Figure 4.1: We plot the information leakage lower bound for classical protocols and the upper
bound on the information leakage for the coherent state quantum fingerprinting protocol. We
also plot the communication lower bound for classical protocols which was beaten by [3]. It can
be seen that the information leakage lower bound is much smaller than the communication lower
bound. The information leakage in the coherent state QFP protocol is seen to be lower than the
lower bound on the information leakage of any classical protocol for n 2 10!, It is possible that
for smaller input sizes than this value there exist classical protocols with information leakage
lower than this specific QFP protocol.

close to logarithmic numerically. Nevertheless, for the sake of completeness we point the reader
to Ref. [42] which proves that the information leakage is actually bounded above by O(logn).

The bound in Eq. 4.5 allows us to calculate the quantum information leakage using the
experimental parameters. Eqns. 4.2 and 4.5 are used to numerically calculate the string length at
which the experiment should run to beat the classical information leakage bound. From Fig. 4.1,
it can be seen that we need to go to string lengths of the order of 10! to accomplish this task.

4.2.2.2 Estimation of experimental parameters

Our experiment follows almost the same protocol as the one given in Ref. [12], except for the
fact that we use CCD detectors instead of single photon detectors. In Ref. [12], Arrazola and
Liitkenhaus analyze the protocol for the case where the Referee makes an intereference measure-
ment using a beam splitter and a single photon detector. In our experiment, the Referee makes
an interference measurment by using a beam splitter and a CCD detector, which counts the to-
tal number of photons in each run of the protocol unlike the single photon detector which only
measures the presence or absence of photons for each mode and gives a count of these. The pro-
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tocol in Ref. [12] does not require the time resolution of single photon counting. Hence, bucket
detectors like CCD detectors are sufficient to conduct the protocol. We chose CCD detectors for
the experiment because they do not suffer from dark counts like single photon detectors. It is
seen that dark count probability significantly deteriorates the performance of the experiment and
increases the time required to conduct the experiment [ | 1]. Dark counts affect the probability
of whether a click is measured or not in each mode (number of modes m ~ 10''). Whereas, the
noise in CCD detectors can be modelled as a constant readout noise independent of the number
of temporal modes. This leads to a higher error probability in the protocol if one uses single
photon detectors instead of CCD detectors.

Recall that in the coherent state QFP protocol, Alice and Bob map their strings x and y to
coherent states ||a,)) and ||a, )), where the amplitudes are given by Eq. 4.1. A subclass of random
linear codes with Toeplitz generator matrices was used as the error correcting code following
Ref. [11]. These codes are effcient to compute and have a high rate (approach the Gilbert-
Varshamov rate bound asymptotically). These codes could be used to set the fraction of differ-
ences between different codewords ¢ to be anything in (0, 1/2). The Referee passes the optical
states he receives through a beam splitter and measures the dark port using a CCD detector. A
balanced beam splitter transforms coherent states as |a) |3) — |(a + 8)/V/2), [(a = B)/\V/2) s
where L represents the light mode and D the dark mode.

In order to theoretically model the system and comment on its performance we also need to
take experimental imperfections into account. Non-unity transmission efficiency 7y and quantum
efficiency of the CCD camera 7¢ have the effect of scaling the amplitude of the coherent state
incident on the CCD detector. A non-unity visibility v of the beam splitters leads to a mixing of
the light and dark modes. Finally, we model the noise in the CCD detector as a constant readout
noise 7. If we consider these imperfections, then we are guaranteed that the CCD detector at the
dark port sees a multimode coherent state with an average number of photons greater than

fineq = 26mrnQ ((1-v)(1=8) +0v) +7

for unequal strings. On the other hand, for equal strings the dark port sees a multimode coherent
state with an average number of photons equal to

feq = 2ptmrmg (1 —v) +71.

Thus, the Referee’s task reduces to discriminating between two Poisson distributions with mean
values fieq and fineq. The error of discriminating these distributions is also the error of the proto-
col. Ref. [127] demonstrates a theoretical method for bounding this error. In our work, however,
we calculate the error numerically.

Using these relations, we helped the experimental team figure out the acceptable range of ex-
perimental parameters like the various efficiencies and the visibility of the interferometer. Once
these parameters were decided, we optimized the protocol parameters like  and the protocol
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error for the experiment.

It is seen that in order to beat the classical information leakage bound, we need to go up to
string lengths of 10!, which when encoded with the ECC are about 4 x 10!! bits long. Hence,
at a transmission rate of about 2 GHz the experiment takes 200 seconds. It is extremely difficult
to ensure the stability of the experiment for such long durations. Therefore, in the next section
we study if the time required for the QFP experiment can be reduced. The time required by our
experiment depends on the number of modes in the signals sent by Alice and Bob. We study the
dependence of the number of modes on the problem size for general optical protocols. We also
examine if the growth of the number of modes can be traded off with the energy required during
the protocol (mean photon number of the signals).

4.3 'Tradeoff between resources for optical quantum finger-
printing

In this section, we will study the tradeoff between the number of modes and the mean number
of photons required to run an optical quantum SMP protocol to compute the Equality function.
Both of these are resources we invest while computing any function optically. The time required
for Alice and Bob to run the protocol depends on the number of temporal modes in the signals
they have to send to the Referee. Whereas, the mean photon number of the signals is directly
proportional to the energy required to run the protocol. Therefore, we are essentially studying
the tradeoff relation between the time required to run the protocol and the energy required during
the protocol.

First, in Subsection 4.3.2, we study this problem in a general context. We develop a general
bound on the growth of the number of modes and the mean number of photons with respect to
the problem length for any optical protocol computing a function f. Then, in Subsection 4.3.3,
we develop similar bounds for coherent state QFP protocols. We show that the number of modes
increases almost linearly with the problem size for such protocols and hence the time required
for Arrazola and Liitkenhaus’ QFP protocol is optimal upto a constant factor.

4.3.1 Intermediate results

We begin by proving some intermediate results. These would be helpful for proving general
tradeoff bounds in Section 4.3.2.

Lemma 4.1 (Winter’s gentle measurement lemma [16, Corollary 3.15]). Let H be a Hilbert
space, p € D(H) be a density operators and P € Pos(H) a positive operator satisfying P < 1
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and Tr(Pp) > 0. Then, we have

VPpJP
F (p, W) >\/Tr(P,p).

Lemma 4.2. Let P be a projector and p € D(H) be a density matrix in the Hilbert space H,
such that Tr(Pp) > 1 -0 for 6 € (0,1). Then, we have that

1 PpP
_Hp_

W 1 < \/2_5 4.6)

2

Proof. As aresult of Lemma 4.1, we have

(,0, #}%) >+/Tr(P,p) 2V1-4.

Using the Fuchs-van de Graaf inequality (Theorem 2.4), the trace distance

<2/1-F(p,0)?

1
<2\/1-(1-9)2
=2V26 - 62

<228

PpP
Tr(PpP)

]

Lemma 4.3. Suppose in a quantum simultaneous message passing (SMP) protocol to compute
the function f with error at most €, Alice and Bob send the quantum states p, and o, on inputs
v and y. If p}, and o}, are quantum states such that 1/2|p, - pl.|1 < 6 and 1/2|o, - o} |1 < 6 for
all x and vy, then the states used in the actual protocol can be replaced by these to create a SMP
protocol with error at most € + 20.

Proof. Suppose that on inputs x and y, Alice and Bob send the quantum state p, and o, to the

referee, who applies ®¢ (quantum-classical CPTP map) to the joint state to compute f(z,y).
For such a protocol, we have that for every x, y

%”(Dref(px ®0y) —|f(z, )Y (f(x,9)| |1 <€,
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which is equivalent to saying that for inputs the error probability is less than e. Now, if we replace
the states used by Alice and Bob by p/, and ¢}, such that 1/2]p, - p., |, <0 and 1/2|o, — 0/ |1 <0
for all x and y, then we have that for every x and y

S 19a(p @ o) 1 () ()l
< 5192 ©0,) =1 D@ ) 1+ 51 B © ) - B @ ) s

1 1
et §H‘I>ref(/?x ®0y) — Pret(py ® 0y) |1 + §H‘I>ref(ﬂ; ® 0y) — Pret (0 ® 7)1

<e+26

where we have used the fact that for all p € D(H), |p|1 = 1 and for all CPTP maps @, |[®[; <1
(Theorem 2.2). ]

4.3.2 Tradeoff between the mean photon number and the number of modes
for optical SMP protocols

Now, we will study the tradeoff between the number of modes and the mean photon number
for a family of optical SMP protocols computing a function f : {0,1}" x {0,1}" - {0,1}. Let
{I1,,}2°; be a family of SMP protocols, which computes the function f(z,y) with error at most
1/10. The exact value of error is not relevant, since the communication cost for fixed error rates
are equal up to multiplicative factors (Theorem 2.6). The protocol II,, can be used to compute the
function f(z,y) when x and y are n-bit strings. We suppose that these protocols are implemented
optically. That is, the states sent by Alice and Bob while running II,, are part of a m(n)-mode
Hilbert space H®™("), where H is the single mode Fock space. Note that the states used depend
on the problem parameter n, and hence the number of modes m = m(n) too. We will call the
states sent by Alice and Bob on inputs x and y during protocol II,,, p;(vn) and oén). Further, we

define the maximum mean number of photons z(n), which Alice or Bob may have to send during
II,, as

pu(n) = max{{Tr(Npg(cn)) rxe{0,1}"}u {Tr(Naén)) 1y €40, 1}”}} . 4.7)

For notational convenience, we will drop the explicit dependence of p(n) and m(n) on n and
denote the number of modes and the maximum mean photon number by m and .

Our strategy will be to use the fact that the maximum mean photon number is x to find a
projector P, which has high overlap with the states p,g") and aén) used in the protocol. The
rank or the dimension of this projector will be shown to depend only on m and . We will use
it to transform the given protocol into another protocol, where Alice and Bob send the finite
dimensional states Pp{™ P/ Tr(Pp$™) and Po{™ P/ Tr(Po{™) on inputs z and y. This protocol
would require the communication of only O(log(rank(P))) qubits, which has to satisfy the
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known lower bounds for the SMP communication complexity of f.

Consider a fixed value of n. For any state p(® ¢ {p{"” : z € {0,1}} u {o{™ : y € {0,1}"}
sent by Alice or Bob during II,,, using the Markov inequality (Eq. 2.3) we have that

E o|N
Pr [N 2 /0] < 5L[] <6
= Prp(n)[N < ;L/(S] >1-6. (4.8)
Define, P := Z(nl,m,nm)esw/,; |n17"'anm> <n17"'anm| where S<,u/5 = {(nlan%'"anm)
> mn; < pf/d}. We can rewrite Eq. 4.8 as
Tr(Pp™) >1-6. (4.9)
Now, using Lemma 4.2, we have that for every x,y
1 Pl P
_ g(c") _ px— <V26
2 TT(PP:S:n)P) 1
1 (n) PO'?Sn)P s
Tr(Poy " P) |,

Using Lemma 4.3, we can create a SMP protocol for f with error at most 1/10 + 2v/26, which
uses the states {Pp{ P/ Tr(Ppi™) : z € {0,1}7} U {Po$" P/ Tr(Pol™) : y € {0,1}"}. This
protocol requires the communication of only O(log(rank(P))) qubits. Further, the rank of the
projector P can be estimated as follows.

The rank of the projector is equal to |S.,/s| which is equal to the number of non-negative
integer solutions of the equation

:Z_n;ni < %

If we introduce a slack variable s, this is equal to the number of non-negative integer solutions
of

which is equal to
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where a = | ;1/d| using standard combinatorics. Further, using Lemma A.1, this expression can
be bounded by (1 + m)® and (1 + a)™. Thus, we have that

log(rank(P)) < min{% log(1+m),mlog(1l+ %)} (4.10)

We can choose § = 1074, so that the error of the protocol is smaller than 1/3. Then, we can
simply use the lower bounds corresponding to an error of 1/3. This does not affect the asymp-
totic bounds we are working towards as the asymptotic communication cost for communication
protocols does not depend on the error. Thus, moving forward we can ignore the dependence
of the upper bound on 0. Recall that the SMP communication cost for quantum protocols for
function f is lower bounded by Q(log(R! /3( f))), where R! /3( f) is the SMP communication
complexity for computing f with error at most 1/3 (Theorem 2.8). Further, the classical private
SMP communication complexity is lower bounded by Q(\/D(f)), where D( f) is the determin-
istic communication complexity of f (Theorem 2.7). Thus, the number of qubits ¢ used by any
quantum protocol is lower bounded by Q(log(D(f))). For any family of optical quantum SMP
protocols for f, the following bounds holds true

plog(m) = Q(log(D(f))) (4.11)
mlog () = Qlog(D(f)))- (4.12)

In particular, if the maximum mean number of photons for a family of quantum fingerprinting
protocol is constant, then we have that

log(m) = Q(log(n))

These bounds show that in a weak sense the QFP protocol given by Arrazola and Liitkenhaus is
optimal. We use the phrase weak, because these bounds do not rule out the possibility of a family
of optical protocols with constant mean photon number and sublinear growth of m in n. In the
next section, we will show that these bounds can be made tighter for the implementations of the
quantum fingerprinting protocol given in Ref. [7] which use coherent states.

4.3.3 Tradeoff bounds for the QFP protocol implemented using coherent
states

In this section, we only consider the protocol for the Equality function given in Ref. [7] (referred
to as the Quantum Fingerprinting (QFP) protocol here on). While our earlier results were valid
for all possible optical protocols to solve the Equality problem in the SMP model, the results
in this section will focus only on implementations of the QFP protocol which use multimode
coherent states. Recall that in the QFP protocol, Alice and Bob both map their strings x and y
to pure states [¢,;) and |¢,,) which satisfy | (¢;|1),) | < 6 for some 0 > 0. The referee then uses an
appropriate test to check if the states [¢,,) = [¢/,,) or not. In the following, we specifically consider
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an implementation of this protocol where the states prepared by Alice and Bob are constrained
to be multimode coherent states, whereas the Referee is allowed to use any measurement to
solve the problem. Alice and Bob in this setting can be thought of as resource limited ’clients’
to an all powerful ’server’, the Referee.

Consider a family of QFP protocols {QFP,,} which can be used to solve the Equality problem
in the SMP setting when z and y are n-bit strings. Suppose that the coherent state implementation
of this family of QFP protocols uses the multimode coherent states {Hozg(c")»}xe{ol}n. We define
the number of modes m and maximum average photon number x as in the previous section. We
also define the parameter d(n) to be the maximum overlap between any two of these states,

6(n) = maxc{|(a5”). o D)1} 4.13)

By the requirements of the protocol, we have that 6(n) < 1 for every n. We further note that
practically §(n) < 1 — e, for every n for some constant parameter e, > 0, since experimentally
it would not be possible to distinguish or prepare states with fidelity arbitrarily close to unity?.
One can also think of this restriction as a consequence of the experimental precision of prepa-
ration of the states. In our discussion moving forward, we once again drop the dependence of
the maximum overlap on n and simply refer to it as ¢ for the sake of clarity. Using Eq. 3.3, we
see that Eq. 4.13 further implies that the amplitude vectors, {oz;g") }aefo,1yn € C™ are such that for
every x # y

lal™ -l > & (4.14)

where we define § := (21n(1/8))'/? (note that ¢’ too depends on n). We also have that for every
ze{0, 1}, ol |, < /I since the mean number of photons of |l is equal to |al™ |2. Using
these we can bound the number of modes m with the help of a sphere packing argument. Let
A= /i +d'/2. Observe that

ny 0’
U B, %) c B0, 4)
zeS 2

where B(z,r) :={y e C™: ||y — 2|2 < r}. In fact this is a disjoint union as can be seen from Eq.
4.14. Using the fact that C™ is equivalent to R?>™ for the purpose of integration, we have that

J

Vol(U B(al, —')) <vol (B(0, A))
zeS 2

n
5 <o
n 2A
:>§Smlog2(—(21n(1/6))l/2)' (4.15)

[2lWe essentially require that sup,,.; 6(n) < 1.
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where we used the fact that the sets are disjoint in the second step. We can also eliminate ¢§ in
the above equation by using the fact that < 1 - €., for a fixed e, and that the equation above
is increasing in 6. We then get

|3

m
Smlog2(1+\/21n(1/(1_€exp))). (4.16)

or that mlog(u) = Q(n) practically. Tt should be observed that this is substantially stronger than
the general bound presented earlier (Eq. 4.11). If we suppose that m = O(n¢) for 0 < ¢ < 1,
then the mean photon number satisfies 4 > 29(n'™%) je., the mean photon number would increase
exponentially in n'=¢, which would be very undesirable experimentally. Finally, in the case of a
family of quantum protocols with constant mean number of photons, we have that

m = Q(n)

assuming the aforementioned experimental limitations. Let us define the rate of a coherent state
QFP protocol to be the ratio n/m. For the purpose of comparison with current protocols, we will
try to use the bound above to propose a practical coherent state QFP protocol with a high rate.
Observe that if we assume that our class of coherent state QFP protocols satisfies d(n) < € for
some constant € < 1, then the above bound is again valid, i.e.,

n [ u
ES210g2(1+ W) (417)

In Appendix A.3, we show that for such a class of protocols the Referee can also use the
interference measurement described in Section 4.2.2.2 and solve the Equality problem with an
error at most €. If we use amplitude vectors which optimally pack the sphere while being at least
(21In(1/€))'/? distance apart, then we can reach the bound on the rate on the right hand side of
Eq. 4.17. Moreover, our protocol would have an error at most €. Using Theorem 4.2 and the
argument following it, we can also show that the information leakage for such a protocol would
also be logarithmic. For ;= 102 and € = 0.01, the bound on the right hand side of Eq. 4.17 is 7,
whereas the rate of the coherent state QFP protocoll®! is typically around 0.3. Thus, if we are
able to use these states, then we can improve the rate of coherent state QFP protocol by a factor
of about 20.

More generally, let us consider p = 10% and e, = 1076 in Eq. 4.16, which is a very generous
experimental limitation. This is equivalent to assuming that we can experimentally prepare two
states p, o accurately as long as the fidelity satisfies F'(p,0) < 1 —107%. Even in this case we
get an upper bound of 29 on the rate. Taken together these results allow us to narrow down the
maximum rate of coherent state QFP protocols to within a factor of about 4.

B1Assuming & ~ 0.2 in the QFP protocol and using the Gilbert-Varshamov bound.
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4.4 Conclusion

In this chapter, we discussed quantum fingerprinting using coherent states. We described the
tools and results we used for the experiment on quantum fingerprinting. We saw that in order to
beat the classical information leakage bound the experiment needs to run at string lengths of the
order of 10!, which is very difficult experimentally. Motivated by this we studied the tradeoff
between the growth of the number of modes and the mean number of photons required to solve
the Equality problem optically. We developed lower bounds for the growth of these resources
for general problems and protocols. For fixed photon number protocols to solve the Equality
problem, we saw that the number of modes m grew as log(m) = Q(log(n)). We strengthened
this bound to m = 2(n) for fixed photon number coherent state quantum fingerprinting protocols,
which are based on the protocol given in Ref. [7]. We hope that our work can be used as a guide
for the construction of better optical protocols.
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Chapter 5

Erasable Bit Commitment with
Temporarily Trusted Parties

5.1 Introduction

5.1.1 Background

It is well known that unconditional bit commitment between two parties cannot be implemented
classically or even by utilizing quantum resources [44—48]. Several different relaxations on the
security requirements of bit commitment have been studied in the past. In the classical setting,
the most notable of these are settings which require bit commitment to either be statistically
binding and computationally hiding, or computationally binding and statistically hiding. On the
other hand, in the quantum setting unconditionally secure bit commitment can be implemented if
one assumes that the adversaries have small or noisy quantum memories (see, e.g., [13,49-51]
and reference therein).

Another possible way of implementing bit commitment is to use a trusted third party, who is
honest during the protocol. (See [52] for a variant where the trusted party only helps to initialize
the protocol.) To commit to a bit b, Alice and Bob first share a secret key k. Then, Alice sends
(b @ k) to the third party (through a private channel), who stores the bit until the open phase.
During the open phase, Alice simply asks the trusted party to reveal the bit (b @ k) to Bob,
who is able to extract b from it. Since, the third party is honest, he does not reveal the bit to
Bob (Hiding for Bob) and he also does not change the value of the bit after the commit phase
(Binding for Alice). Furthermore, the protocol is even hiding for the trusted party, as he cannot
determine b unless someone tells him £.

Suppose, however, that Alice decides to abandon the commitment instead of opening it. If
it is the case that Alice can trust the third party forever, Alice’s commitment remains a secret
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from Bob for all future times. This case, though, is improbable. It is possible that the third party
becomes an adversary to Alice and colludes with Bob after the conclusion of the protocol. If
Bob and the third party get together after the protocol, then they can figure out the value of the
bit Alice was committed to.

5.1.2 Simple protocol for erasable bit commitment from temporary quan-
tum trust

In fact, due to the no-go theorem for classical bit commitment no classical protocol which is
binding for Alice can satisfy a hiding property for both Bob and the trusted party together once
the protocol is over. On the other hand, one can use quantum mechanics to create a protocol,
which only requires Alice and Bob to temporarily trust the third party during the course of the
protocol. The basic idea of this protocol, implementing a primitive which we term erasable bit
commitment (EBC), can be explained by modifying the aforementioned classical protocol.

First, Alice and Bob share secret bits 8 and k. In order to commit to bit b, Alice sends the
state HY |b @ k) (where H is the Hadamard gate) to the third party in order to commit to b. To
open the commitment, Alice asks the third party to forward the state to Bob, who can invert
the Hadamard depending on the value of the secret bit §, and open b. Furthermore, in case
Alice decides to abandon the commitment, she can ask for an “erasure”, that is, ask the third
party to send her the state back. In this case, once the protocol is over, even if the trusted party
and Bob get together, they will not be able to figure out Alice’s commitment. The secret bits
Bob shared with Alice were not correlated with Alice’s commitment. Whereas, since the third
party honestly returned the quantum state back to Alice, he too would not have any information
about Alice’s commitment. Unlike the classical setting, this primitive is possible in the quantum
setting due to the no-cloning theorem.

Note that if the trust time is limited, the possibility for Alice to ask for an erasure at the end
of the trust period is necessary. In fact, it could happen that the condition for Alice to issue
the open command is not met during the trust period. In such a case, she needs to be able to
abort given that the end of the trust period is looming! The erasure command allows her to
abort while still ensuring that her data is not revealed to Bob or the third party in the future,
even if she can no longer trust the third party anymore. Additionally, the erasure command is
announced publically so that Bob knows that Alice has abandoned her commitment and may not
be committed to a classical value anymore.

The chapter is organised as follows. We begin by introducing the temporarily trusted party
setting in the next section. Then, we describe the erasable bit commitment primitive and the
security requirements for such a primtive. Following this we present a robust protocol for this
primitive based on BB84 states and prove its security informally. In Section 5.6, we state our
claims concerning additional security guarantees. The conclusion discusses how our protocol
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avoids the no-go results for quantum bit commitment and also compare our protocol to other
variants on quantum bit commitment. In the Appendix, we describe our channel noise model,
prove the impossibility of classical protocols for erasable bit commitment in a trusted party
setting and then formally state definitions and provide security proofs.

5.2 Temporarily trusted party setting

In this section, we describe the temporarily trusted party setting, which we use to implement
erasable bit commitment. As stated earlier, the idea is to try to use trusted third parties to imple-
ment protocols which cannot be implemented in a two party setting. Further, we do not wish to
trust the parties for eternity, we would like to trust them only temporarily for the duration of the
protocol. In this section, we formally define what we mean when we use the term trust. We also
wish to allow for a certain number of dishonest or corrupted trusted parties. We state the trust
guarantee in the presence of such parties as well.

5.2.1 Quantum honest-but-curious parties

We would like our trusted parties to behave in a manner which is indistinguishable from an
honest party to an external observer. We call such behaviour quantum-honest-but-curious
behaviour. In particular, the input-output behaviour of quantum honest-but-curious parties is
consistent with that of honest participants during the protocol. However, these parties may
try to gather as much information as possible during the protocol. We base our definition
of d—honest-but-curious parties on the definition of specious adversaries given by [53]. The
definition considered by Ref. [53] is suited for the case of two parties where at most one of
those can be honest-but-curious. We generalize this definition to a setting with p number of
parties.

Similar to the previous definition, we define a party to be honest-but-curious if at each step
of the protocol it can prove to an external auditor that it has been following the protocol honestly.
Specifically, at any stage during the protocol the honest-but-curious party should be able to apply
a local map to its state to make its behaviour indistinguishable from that of an honest party.
Further, we also require that the party announces any deviations from the protocol publicly. This
behaviour is encapsulated in the following definition.

Definition 5.1 (J-honest-but-curious party). Consider a k-step protocol between the parties
(P.)P_,. Let pp,.. p, be an initial state distributed between these parties and pp;. . PR an
extension of this state to some reference system R. In the following, we say that the parties
follow a strategy (P/)_, if at step j of the protocol the joint state of all the parties is @Eﬁ‘l,)m p(P).
Further, we denote the honest strategy of party P, by P, and a general (possibly adversgrial)
strategy by P!.
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p
n=1°

For a k-step protocol between the parties (P,)
P)) is said to be —honest-but-curious if

the party P; (and equivalently the strategy of

1. For every strategy of the other parties P := (P} )n+i» every initial state pp, p. p and for every
step in the protocol j € [k], there exists a local CPTP map 7; such that

((T;)pr® Ipr) (I)(if)p{(pPiP;R) Ns ‘I)g)p{(ppipi}z) (5.1)

where @g)ﬂ, (CDg,)P) is the map applied on the initial state after step j if party P; follows

the protocoi hones{ly (dishonestly) and the other parties follow F~.

2. The party P; publicly announces if it receives any input or message from any party which
deviates from the protocol, in particular if party P; expects to receive an n-dimensional
quantum state and receives something lying outside of that space, it publicly announces
the deviation.

It should be noted at this point that the second requirement above precludes the possibility
of the honest-but-curious nodes communicating and collaborating during a protocol. This is
different from the definition of classical specious adversaries considered by Ref. [53], who
allow the specious adversaries to collaborate freely. In the scenario considered in Ref. [53],
this was reasonable since they only considered specious adversaries. In our setting, however,
we consider both honest-but-curious adversaries and dishonest adversaries. We cannot expect
the participants to know beforehand which parties are honest-but-curious and which ones are
dishonest. Therefore, we further require that the honest-but-curious nodes do not interact with
other parties unless they are required to do so according to the protocol. This assumption,
though, can be lifted in our protocol, as we will show in our additional security claim of
’Expungement on successful runs’ (Sec. 5.6.2).

In Appendix B.3.3.1, we show that if a quantum honest-but-curious party is given a quantum
state at some point during a protocol, and is asked to return it at a later point in the protocol, we
can be certain that the state returned by him was almost the same as the one given to him earlier
up to tensoring of a fixed state. Specifically, suppose that the honest-but-curious party 7' is given
a state prgr during the protocol, and is asked to send his share to party P at a later point. Then,
the state p', ., (Where 1" is a memory held by T') sent by 7" satisfies

PR ®o(vs) (Ir® Ir—p)prT ® T

for some fixed state 7. (See Lemma B.2 for formal statement). We see that in this scenario the
honest-but-curious party is forced to be almost honest in this scenario. In this chapter, we will
therefore assume that the honest-but-curious nodes act completely honestly during the protocol
for simplicity, since we will only be dealing with the action of honest-but-curious parties in
scenarios like this. Formally, this corresponds to assuming 6 = 0 or assuming the parties to be
perfectly-honest-but-curious. This does not lead to loss of generality and the security arguments
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remain almost the same. A more careful analysis of the behaviour of such parties during our
protocol is provided in the Appendix B.3.3. Lastly, since the memory of the honest-but-curious
parties after giving away the state prpr is almost decoupled from that state, we say that the
honest-but-curious party forgets the state he received.

5.2.2 Temporarily trusted party setting

In addition to the usual two parties, Alice and Bob, involved in a bit commitment protocol,
there are also additional trusted third parties 71, ..., 7, involved in the temporarily trusted party
settings we consider. For the purpose of this chapter, we refer to all the additional trusted third
parties 71, ..., 7,, as trusted parties or trusted nodes. Alice and Bob both trust that out of these
m trusted parties at least (m — t) will act quantum honest-but-curiously for the duration of the
protocol. In the context of the definition of honest-but-curious above, in our setting the parties
are (A, B, Ti,, Tn), and there exists a subset F' ¢ [m] such that |E| < ¢ and for all j ¢ F the
party 7; is quantum honest-but-curious. Further, the EBC protocol is a two step protocol as will
be seen later. The rest of the third parties (at most ¢ in number) can behave dishonestly during
the protocol and even collaborate with the cheating party. We use the term ’adversaries’ during
the protocol to denote the cheating party (dishonest Alice or dishonest Bob) along with the
dishonest trusted nodes.

Further, this trust assumption is temporary or time-limited: after the end of the regular dura-
tion of the protocol, Alice and Bob do not have any guarantee about the behaviour of the third
parties. They can no longer assume that the 7;’s behave honestly. These parties could act adver-
sarially after the end of the protocol and even collaborate with a dishonest Alice or a dishonest
Bob.

5.3 Erasable bit commitment in a setting with temporarily
trusted parties

Erasable bit commitment (EBC) is a protocol between two parties, Alice and Bob, in a setting
with m additional trusted parties, at most ¢ of which are dishonest and adversarial during the
protocol. The protocol has two phases: a commit phase, followed by one of either an open or
an erase phase. During the commit phase, Alice inputs a string s and Bob receives a message
notifying him that Alice has completed the commit phase. At the end of this stage, she is
committed to this string, that is, if the commitment is ’opened’ then Bob will receive s or
reject the commitment. Moreover, the commitment is hidden from Alice’s adversaries (Bob
and dishonest nodes collaborating with him) at this stage. After the commit phase, Alice can
choose to open or erase the commitment. In case of an open, Bob receives the string s, the string
Alice was committed to. Further, in this case, even if all the trusted parties get together after the
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protocol they cannot determine s. In case Alice chooses to erase, then once the protocol is over,
even if Bob and all the trusted parties collaborate they cannot ascertain the value of s.

In the rest of the chapter, we consider a randomized version of erasable bit commitment.
Randomized EBC is essentially the same as above except now Alice does not have any input
during the commit stage. Instead of choosing the string for her commitment as above, Alice
receives a random string c at the end of the commit phase, which is called as her commitment.
This randomized EBC can easily be converted into a EBC like above by asking Alice to send
5 @ c to Bob after the commit phase (See Ref. [13]).

Thus, in the randomized EBC protocol (referred to as EBC here on) Alice and Bob do not
have any inputs during the commit phase. Alice inputs an ”open” or “erase” bit at some point
after the commit phase into the protocol. In addition to the commitment c mentioned above, Alice
and Bob also receive flags 'y and Fz (let F' = F4 = Fz) notifying them if Alice called for an
erase (F' = erase), or if the open was successful (F' = success) or if the open failed (F' = failure).
In general if Alice is dishonest, Bob may not receive the same string as Alice. So, we call Bob’s
output ¢. To summarize, the outputs of the protocol for Alice and Bob are as follows:

* Alice outputs a string ¢ € {0,1}* at the end of the commit phase, and a flag F4 ¢
{success, failure, erase} at the end of either the open or erase phase;

 Bob outputs a string ¢ € {0,1}¢ as well as a flag Fp € {success, failure, erase} at the end
of either the open or erase phase.

5.3.1 Security requirements for erasable bit commitment:

Given m trusted nodes (7;); of which at least (/m —t) act quantum honest-but-curiously for
the duration of the protocol, an erasable bit commitment protocol satisfies the following security
requirements:

1. Correctness: If both Alice and Bob are honest and Alice receives ¢ during the commit
phase, then, in the case of open, Bob accepts the commitment (£’ = success) and ¢ = c.

2. Binding: If Bob is honest, then, after the commit phase, there exists a classical variable
C' such that Alice is commited to C, i.e. during the open phase, either Bob accepts the
commitment (Fz = success) and receives an output C such that C' = C, or Bob rejects the
commitment (Fg = failure). (This guarantee only makes sense in the case that the open
protocol is run after the commit protocol; if an erase protocol is run instead, then Alice
does not have to be committed to a classical value anymore.)

3. Hiding:
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(a) Commit: If Alice is honest and she receives the output ¢ during the commit phase,
then, after the commit phase and before the open or erase phase, Bob and the dishon-
est trusted nodes together can only extract negligible information about c, i.e., their
joint state is almost decoupled from Alice’s commitment.

(b) Open: If Alice and Bob are honest and Alice’s commitment is ¢, then, after an open
phase, the 7;’s together can only extract negligible information about c, i.e., their joint
state is almost decoupled from Alice’s commitment.

(c) Erase: If Alice is honest and she receives the output ¢ during the commit phase, then,
after the erase phase, Bob and the 7;’s together can only extract negligible information
about c, i.e., their joint state is almost decoupled from Alice’s commitment.

We give more formal security definitions based on the security definitions for bit commit-
ment given in Ref. [13] in Appendix B.3. One can easily check that the simple protocol given in
Section 5.1.2 satisfies these requirements (if we consider m =1, ¢ =0 and 4 = 0).

Lastly, it should be noted that the binding condition for EBC is weaker than the corresponding
binding condition for bit commitment. In EBC, Alice is only committed to a classical value if the
commitment is opened. This makes EBC a weaker primitive than bit commitment. For example,
we cannot use a general EBC protocol instead of bit commitment to implement oblivious transfer
(OT) using the protocol given in Ref. [54]. If we attempt to do so in a straightforward fashion,
then the OT protocol, hence created, could possibly be susceptible to a superposition attack by
Bob. However, we should note that even though EBC is weaker than bit commitment, it cannot
be implemented quantum mecahnically in the two-party setting without additional assumptions.
The no-go theorem for two-party quantum bit commitment [44,45] precludes the possibility of
a protocol which is both hiding and binding after the commit phase, as EBC is.

5.4 Robust Protocol for EBC based on BB84 states

In this section, we will develop a protocol for EBC using BB84 states which is robust to noise
and a small non-zero number of dishonest trusted nodes. This will be done by modifying the
simple protocol presented in Section 5.1.2. We use tools like privacy amplification and classical
error correcting codes for this purpose. Before we proceed further, however, we describe our
channel assumptions and our noise model.

5.4.1 Channel assumptions
We assume that the communication between the participants is done over secure (private and

authenticated) channels between each pair of participants. We assume that the classical channels
are noiseless, but we allow the quantum channels to be noisy. The fact that the quantum channels
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are noisy somewhat complicates the authentication part of the security guarantee: we cannot
simply guarantee that the state output by the channel will be the state which was input. For
simplicity, we assume the following, weaker, authentication guarantee with a simple model of
adversarial noise: if the quantum channel in one direction between a pair of participants is used n
times at some timestep, then at least (1—-y)n of these transmissions will be transmitted perfectly,
while the other at most yn transmissions might be arbitrarily corrupted by the adversary. Note
that this is sufficient to model some random noise, for example, depolarizing noise, except with
negligible probability.

Also note that we could use a shared secret key between sender and receiver together
with variants of various quantum cryptography techniques, e.g., that of the trap authentication
scheme [55], to obtain guarantees that with high probability, the actual channel acts as a superpo-
sition over such type of bounded noise channels (in the sense of the adversarial channels of [56]).
We leave a detailed analysis of how to implement such a variant of our guarantee in practical set-
tings and the proof of security of our scheme in such settings for future work. Also note that we
do not assume any minimal noise level on the channels; guarantees on minimal noise level can
be sufficient to allow one to implement cryptographic primitives like bit commitment (see, e.g.,
Ref. [57]).

We do not have any synchronicity assumptions; time-stamping can be achieved, for example,
by broadcasting (with potential abort if some participant is dishonest) end-of-time-step signals.

5.4.2 High-level description

We consider a setting with m trusted third parties, at most ¢ of which can be dishonest. To
understand the tools and the structure of the robust protocol, we try to extend the simple protocol
presented in Section 5.1.2 in a straightforward fashion. Imagine that Alice wishes to commit to
the string - € {0, 1}* (this can be selected randomly to perform randomized EBC). To commit
to z, during the commit phase, Alice randomly selects a basis 6 € {0,1}* and a key v € {0, 1}*,
and distributes the state [¢)) = H? |z @ v) to the m-trusted parties, giving k/m qubits to each
party. Further, she sends ¢ and v to Bob. In case Alice chooses to open, the trusted parties
simply forward their shares to Bob and in case she chooses to erase, they send their states back
to Alice. If everyone is honest during the protocol and there is no noise, then the string decoded
by Bob, z, is the same as . However, if some qubits sent to Bob are corrupted by the dishonest
trusted nodes or noise then £ # x. In order to circumvent this problem, we have Alice first
encode her string x as y = Enc(x) using a pre-agreed [n, k, d]-classical error correcting code
(ECC) with appropriate parameters and then sends it to the trusted parties. Not only would this
allow the protocol to be robust to noise, it will also help ensure that the protocol is binding for
Alice by making sure that Alice and the adversarial nodes cannot change the commitment too
much”. Further, if in such a protocol ¢ trusted parties collaborate with Bob, then they would
know y for tn/m positions. This would provide Bob with some partial information about Alice’s
commitment x. Therefore, we require Alice to use privacy amplification (PA) to extract a shorter
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commitment ¢ = Ext(x,r), which would be almost decoupled from her adversaries’ share using
a randomness extractor Ext. Here r €z R is picked by Alice before the commit phase and sent
to Bob during the commit phase. In the next section, we will show how we can choose the right
parameters to ensure that the other security requirements are also met.

We describe the structure of our protocol before we discuss our parameter choices. Fix an
error correcting code with encoding map Enc and minimum distance d, and the randomness
extractor Ext. Our protocol has the following structure:

Commit: Alice randomly selects a = €z {0,1}*, 2 e {0,1}", 6 € {0,1}" and r €z R.
She outputs the random commitment ¢ = Ext(z,7). Let y := Enc(z) and u := y & 2. She then
distributes the qubits of |¢)) := H? |u) equally between the trusted nodes and privately sends the
classical information (6, z,7) to Bob.

Open: Alice publicly announces 'open’ and sends x to Bob privately. The trusted parties
forward their shares of 1)) to Bob. Bob measures |¢)) in 6 basis and checks if the outcome agrees
with z.

Erase: Alice publicly announces ’erase’. During the erase phase, the trusted nodes send
their shares of |¢)) back to Alice.

We have added an extra step above, which we did not discuss earlier. Specifically, we xor
the encoding of x with a random string z. This does not affect the discussion above and will be
useful to prove an additional security property for the protocol (specifically the *Expungement
on successful runs’ property proved in Sec. 5.6.2).

5.4.3 Choice of parameters

Consider the protocol given in the structure above. Let’s start by looking at the case when both
Alice and Bob are honest, and ¢ of the trusted nodes act adversarially. We also account for at
most yn of the transmissions being corrupted by the adversaries according to the channel model.
Suppose 1; is the state forwarded to Bob by the trusted parties. Let @ be the string measured by
Bob when he measures 1/; in the 6 basis and let ¢ := & @ z. Since there are at most ¢ dishonest
trusted nodes, we have that h(y,9) < (t/m + v)n. So, if Alice encodes k randomly chosen bits
x into y = Enc(x) using a [n, k, d] ECC with minimum distance d satisfying d > 2(t/m + ~v)n,
then y is the only codeword satisfying h(y, ) < (t/m + )n and Bob can agree with Alice’s x
despite t of the trusted nodes being active adversaries.

Next, we consider the case when Alice collaborates with these ¢ adversary 7;’s. In this
scenario, is the protocol binding or could Alice hope to change her commitment during the
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Figure 5.1: The structure of the protocol is depicted here. During the commit phase, Alice sends
|1) to the trusted parties and (z,r,6) to Bob. In case Alice chooses to open, the quantum state is
forwarded to Bob. Whereas, in case of an erase, it is returned back to Alice.

open phase after the commit phase? Suppose that the minimum distance of the ECC is
d = 2tn/m + 1. Then, it is possible that Alice could pick 7 such that there exist z; and
and corresponding codewords y; = Enc(x;) and yo = Enc(xs) satisfying h(g,y1) = tn/m
and h(7,y2) = tn/m + 1. Alice could then collaborate with the ¢ adversarial trusted nodes
to make Bob decode either x; or x5 at the open phase. In order to avoid this, we require an
ECC with a minimum distance d > 4(t/m + y)n, and only have Bob accept the commitment
if ¢ is within a distance (¢/m + v)n of an actual codeword. Otherwise, Bob outputs “failure”
because he is convinced that Alice did not provide a valid commitment. In this way, we can en-
sure that Alice cannot change the value of the commitment that she opens after the commit phase.

Finally, we look at the hiding properties of the protocol. First, observe that after the commit
phase Bob and the adversarial trusted nodes have access to at most (¢/m + 7)n information
about y. Depending on the ECC, this might reveal at most (¢/m + 7)n bits of information
about x. Hence, we want to ensure that privacy amplification is applied such that (t/m + ~v)n
bits of information about x reveal almost no information about Alice’s commitment which is
¢ = Ext(z,r). For this purpose, we would like the parameter % of the ECC to be large enough
compared to (¢/m + 7)n, so that the output length ¢ of the randomness extractor used during

privacy amplification is ©(n) and we can get exponential security in n. Therefore, we choose
k=0©(n),and ¢ = ©(n) such that k — (t/m +~v)n - £ = Q(n).

In this way, the information held by the adversary is essentially decoupled from Alice’s com-
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mitment c after the commit phase, as well as after the protocol in both the case of an open and
an erase. After the protocol, the (m — t) honest-but-curious trusted nodes completely forget the
quantum states they held and hence any information about z. As a result, they have no informa-
tion about c either at the end of the protocol. Furthermore, the information held by the adversaries
in both the case of an open and an erase is lesser than (¢/m + «y)n. Thus, even if all the trusted
parties and adversaries get together they would be almost decoupled from Alice’s commitment.

5.4.4 Protocol

Given a security parameter n, Alice and Bob agree on an [n, k, d] ECC with encoding map
Enc:{0,1}¥ - {0,1}", as well as a randomness extractor Ext : {0,1}* x R — {0, 1} for some
¢ which we will now define.

Let v be the tolerable noise level. We consider a setting with m temporarily trusted nodes
at most ¢ of which act dishonestly during the protocol. As discussed above, we fix the various
parameters for ECC and PA as follows. For some parameters d. > 0 and ¢’ > 0:

s k=(L+v+0.+0)n

e {=6.n

cd=4(t+7)n+1

Existence of ECC and PA schemes with these parameters: It should be noted that (t/m + )
should be small to allow for the existence of ECC with the above parameters. For example, we

can use the Gilbert Varshamov bound [5¢] to prove that such codes exist for parameters (¢, m,y)
for which

t t

L m(a(Len))
m m

for large enough n (here Hy(-) is the binary entropy function). This is inequality is satisfied as

long as ¢/m + v < 0.083. The existence of PA schemes follows from the privacy amplification
theorem (see, e.g., Ref. [22] for an early version robust to quantum side information).

The three phases of the protocol are as follows.

Commit phase

1. Alice randomly picks x €g {0,1}*, z €g {0,1}", r g R, 6 €g {0, 1}

2. Alice computes ¢ = Ext(x,r), y = Enc(x), u =y ® 2.
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3. Alice sends z,r, 6 to Bob, who acknowledges reception through broadcast.
4. Alice prepares |¢) = H |u).

5. Alice distributes the qubits of [¢)) evenly between 7 ...7,, (sends n/m qubits to each
trusted party).

6. Ti... T, verify that ¢ is in span {|0) , |1) }", and all acknowledge reception through broad-
cast.

7. Alice outputs ¢ € {0, 1}*.

Open phase

1. On input “open”, Alice broadcasts “open” and sends x to Bob.
2. Ti...7T, send v to Bob.

3. Bob measures H%(¢)) in computational basis, gets outcome .
4. Bobdecodes y =u & z.

5. Bob computes y’ = Enc(z) and h = h(y,y’).

6. If h > (£ + v)n, Bob outputs ¢ = 0° and Fp = failure, else output ¢ = Ext(z,r) and
Fp = success. Bob broadcasts Fz and Alice outputs F'y = F.

Erase phase

1. On input “erase”, Alice broadcasts ’erase”.

2. Ti... T, send 1) back to Alice.

3. Alice measures H%(v)) in computational basis, gets outcome .

4. Alice computes y =4 @ z and h = h(7,y).

5. If h > (£ +~)n, Alice outputs F4 = failure, else she output £ = erase.

6. Alice broadcasts F'g and Bob outputs F'z = F4 and ¢ = 0°.

63



5.5 Security of the protocol

We now informally prove that our protocol satisfies the security requirements given in Section
5.3.1. Throughout we assume that we are in a setting with m temporarily trusted third parties
7T:’s out of which at most ¢ can be dishonest during the protocol, and that v is the acceptable
rate of noise for the quantum channels. After the completion of the protocol, the trusted parties
may bring the information they gathered during the protocol together and collaborate with the
adversaries. Once again, we point the reader to Appendix B.3.3 for formal security definitions
and their proofs.

5.5.1 Correctness: Dishonest trusted nodes cannot change the commit-
ment

Claim 1. For honest Alice and honest Bob, the protocol is correct: If Alice outputs c during the
commit phase, then Bob outputs ¢ = c and Fg = success during the open phase..

Suppose Alice follows the protocol honestly and prepares (x,r,z,0) and [¢)) as required by
the protocol. Then, her output is ¢ = Ext(x,r). Since, at least (m — t) of the trusted nodes are
honest-but-curious during the protocol, the ¢ measured by Bob satisfies h(y,9) < (t/m +y)n as
the adversarial trusted nodes only have access to at most (¢/m + v)n qubits. Thus, Bob accepts
Alice’s x and outputs ¢ which is equal to c.

5.5.2 Binding for Alice after the commit phase

Claim 2. For an honest Bob, the protocol is binding for Alice after the execution of the commit
phase: After the commit phase, there exists a classical variable C such that Alice is commited
to C, ie. during the open phase, with high probability, either Bob accepts the commitment
(Fp = success) and receives an output C such that C = C, or Bob rejects the commitment
(Fg = failure). (As before this guarantee only makes sense in the case that the open protocol is
run after the commit protocol.)

Suppose Alice sends some p to the trusted nodes and (6,7, z) to Bob. Once they are handed
over to the trusted nodes, all the qubits of p, except for at most (¢/m + y)n qubits which are
controlled by the dishonest 7;’s and adversarial noise, remain unchanged. Therefore, if we can
show that Alice can’t change her commitment by modifying any set of (¢/m +~)n qubits we will
be done. This is achieved by using a classical ECC with distance d > 4(t/m + v)n and having
Bob reject the received message ¢ when there is no codeword in a (¢/m + y)n ball around .

The fact that Alice is committed to a classical variable C' after the commit phase if the com-
mitment were to be opened can be seen by using a simulator based argument. Fundamentally,
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if the open phase were to be conducted right after the commit phase then Bob would measure
a random variable Y when he measures p in the 6 basis and xors the output with z. He could
then use Y to figure out Alice’s commitment C. It will be shown that once Alice commits to
a particular instance of this random variable, she cannot change it during the open phase. A
formal simulator based argument for this is given in Appendix B.3.3.4.

After the commit phase, we define Y as above. Let us consider a particular instance of
this random variable §. Let y be a codeword at a distance less than or equal to 2(t/m + vy)n
away from gy. Note that there exists at most one such 4 since the minimum distance d satisfies
d = 4(t/m + ~v)n + 1. If there is no such g, then even after modifying (¢/m + y)n positions of
y the distance from any codeword is still greater than (¢/m + v)n and Bob rejects any x Alice
tries to open, so let us focus on the case where there exists a unique such y. We will show that
in this instance Bob either accepts the commitment corresponding to 4 or the protocol ends in
failure. Let ¢ be as defined in the protocol. Alice’s actions can either bring ¢ closer to i or take
it away from it. If her actions manage to get ¢ within a distance of (¢/m + v)n from g, then the
commitment corresponding to ¥ would be accepted by Bob. On the other hand, no matter how
she modifies her string, she cannot come within a distance of (¢/m+~)n of some other codeword
y’, since the distance between y’ and ¢ would be greater than 2(¢/m+~)n and she only has access
to (t/m +~)n qubits. Since for every instance of Y Alice cannot change her commitment after
the commit phase, the protocol is binding.

5.5.3 Hiding for the adversaries after the commit phase

Claim 3. The protocol is hiding for honest Alice after commit: If Alice is honest and she receives
the output c during the commit phase, then, after the commit phase and before the open or erase
phase, Bob and the dishonest trusted nodes together can only extract negligible information
about ¢, i.e., their joint state is almost decoupled from Alice’s commitment.

Let E be the set of dishonest trusted parties and £ the set of honest-but-curious nodes. To-
gether the adversaries have access to at most (¢/m + v)n qubits of |¢b), z and 6. Let’s say the
adversaries’ qubits are in the quantum memory 7z. Further, suppose that these qubits encode the
string yp (the string y corresponding to the positions of the qubits held by £). Then, we have

Hmin(X|TE7 Z7 @) = Hmin(Y|TE> Z> @)
> Hyin (Y [V, Z,©)
= Hmln(Y|YE)

2 Hmin(Y) - |YE|
= Huin (X) = [V
> k= (L4 )

m
= (6. + 9" )n.
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The first equality follows since Y = Enc(X ) and Enc is a deterministic one-to-one function, the
inequality on the second line is a result of applying the data processing inequality, the equality
in the third line follows from the fact that Z, © are independent of Y and the inequality in the
fourth line follows from the chain rule for min-entropy (|Yz| is the length of the string Yz).

Since ¢ = 0.n, Hypin(X|TE, Z,0) = £ > §'n and by PA theorem, it holds that for any set
of adversaries with access limited to these many qubits, the quantum memory 7% is almost
independant of the output ¢ of Alice’s randomized commitment, even if one is given z and 6.
Hence, the claim holds true.

5.5.4 Hiding for all trusted parties and Bob together after the erase phase

Claim 4. The protocol is hiding for honest Alice after the erase phase: If Alice is honest and
she receives the output c during the commit phase, then, after the erase phase, Bob and the T;’s
together can only extract negligible information about c, i.e., their joint state is almost decoupled
Jfrom Alice’s commitment.

At the end of the erase phase, once again all the parties together have at most (¢t/m + v)n
qubits of [¢)). The rest of the qubits are completely forgotten by the (m —t) quantum honest-but-
curious nodes, and the content of their register 7z is independent of z. Further, Bob does not get
any additional information during the erase phase. Therefore, similar to above, we get

Hmin(X|TE7 TEa Za @) 2 (50 + 5,)77‘
and the hiding property holds for the 7;’s and Bob after the erase phase.

5.5.5 Hiding for all the trusted parties together after the open phase

Claim 5. The protocol is hiding for honest Alice and honest Bob after an open phase: If Alice
and Bob are honest and Alice’s commitment is c, then, after an open phase, the T;’s together can
only extract negligible information about c, i.e., their joint state is almost decoupled from Alice’s
commitment.

The information held by all the trusted nodes in this case is lesser than their information in
the case of an erase. The claim follows easily by following the argument in Section 5.5.4.

5.6 Additional security properties

5.6.1 Decoupling of honest-but-curious nodes during the protocol

Our protocol satisfies a stronger hiding property than one given in Section 5.3.1. In addition to
being hiding for Bob and the dishonest trusted nodes during the commit stage, the protocol is also
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hiding for the honest-but-curious trusted nodes in the sense that the qubits they hold locally are
also approximately decoupled from Alice’s commitment. A similar strong security definition was
used by Ref. [53] for their protocols on secure evaluation of unitaries against honest-but-curious
adversaries. In particular, their security definition demands that at any point in the protocol the
state held by the honest-but-curious party can be reproduced by applying a quantum channel
on the honest-but-curious party’s share of the initial or final state. This definition ensures that
the honest-but-curious party never has access to more information than it needs to. It is based
on a definition given in Ref. [59] for statistical zero knowledge proofs. However, we feel that
this definition is too strong for our purposes, since in the quantum domain one can force the
honest-but-curious parties to ’forget’ quantum information. So, it is possible that at some point
in a protocol a honest-but-curious party holds too much information in its quantum state, but
the protocol is such that at a later point the party is forced to return the information and hence
“forgets’ it. This is the behaviour that we try to encapsulate in our security definition of erasable
bit commitment in a setting with temporarily trusted parties. We only insist that at the end of
the protocol, the state held by the honest-but-curious nodes are completely decoupled from the
commitment. Nevertheless, as mentioned earlier, the protocol presented in this chapter satisfies
the following stronger security requirement used by Ref. [53].

Claim 6. For an honest Alice, the protocol is locally hiding for all the honest-but-curious nodes:
the local quantum state of the honest-but-curious nodes is almost decoupled from Alice’s output
c throughout the protocol.

This can be proven using the same argument as that of hiding for adveraries (Sec. 5.5.3).
After the commit phase, an honest-but-curious node 7; for i € E has access to only n/m qubits in
his quantum memory 77, . Therefore, we once again have the following min-entropy guarantee

Hunin (X[T5,) 2 Hinin (X) = log(|T%, )
> (0. +d")n.

5.6.2 Expungement on successful runs

In this section, we show that our protocol has an additional property whenever it is successful,
namely that it guarantees that the commitment is indeed ’expunged’ from the memories of the
trusted nodes, or that the trusted nodes indeed ’forget’ about the commitment. In order to prove
this, we only need to assume that the trusted nodes did not collaborate with Bob. We do not
even need to assume that the trusted nodes acted honestly. The assumption that Bob does not
collaborate with the trusted nodes is necessary, since he knows the choice of basis ¢, and given
the basis, the trusted parties could measure [¢)) without disturbing it. In a sense, all we need
to implement our protocol are three sets of parties which do not communicate with each other
unless required by the protocol; this is similar to the type of assumptions used in relativistic
bit commitment and we further explore the link between our setting and that of relativistic bit
commitment in the conclusion. Hence, it seems that the trust assumption required by our protocol
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is fairly weak. Further, this security claim also allows us to move closer to the definition of
honest-but-curious parties in multi-party protocols given in Ref. [53], which permits such parties
to communicate and collaborate with each other.

5.6.2.1 Expungement after the erase phase

Claim 7. For an honest Alice and F 4 = erase, if Bob does not collaborate with the trusted parties
during the execution of the protocol, then the protocol is hiding for all the trusted parties and
Bob together after the execution of an erase phase, even if the trusted parties collaborate and act
arbitrarily during the protocol.

The setup for this is similar to one for QKD, with Alice after the erase phase acting as "QKD-
Bob”. Since, we assume that Bob does not collaborate with the trusted parties, they must handle
|v)) = H?|u) and return it to Alice without knowing anything about € or u. Upon receiving 1
back, Alice measures it according to § and only accepts if the measured error rate is at most .
This is indeed similar to a QKD setup, and standard methods [60-62] allow us to show that, even
if 6 is revealed, in the case of an accepted run,

He (UITO) 2 n(1 = Hy(7y + pie)) = O, (5.2)

for parameters i, 0., and 7" the memory held by the trusted parties after the erase phase. This
is not quite sufficient for our purposes, since we want to make sure that the min-entropy about
x is high even if, after the protocol, B and the 7;’s get together, i.e., we want to prove that
H;’lin(X |TOZ) is large. Using among other tools chain rules for smooth min-entropy [03], we
show precisely this in the Appendix B.5.2.

Note that we could even allow for Bob and a small set 7z of the trusted nodes such that
E c [m] and |E| < t to collaborate with Bob, as long as the remaining (m — t) trusted nodes do
not interact with 7z and Bob.

5.6.2.2 Expungement after the open phase

Claim 8. For honest Alice and honest Bob, and F4 = Fg = success after the execution of an
open, the protocol is hiding for all the trusted nodes even if they collaborate and act arbitrarily
during the protocol.

The argument follows similarly as for the previous claim, now with Bob acting as "QKD-
Bob”, except that the adversary has even less information since we assume Alice and Bob are
both honest.
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5.7 Conclusion

5.7.1 Avoiding quantum no-go results

In this work, we introduced a new primitive, erasable bit commitment, as well as a new paradigm,
that of temporary quantum trust. The temporary trust assumption allows us to avoid no-go results
for quantum bit commitment: if Bob and the trusted nodes were to put their information together
right after the commit phase, they would be able to extract the value of Alice’s commitment.
Hence, the protocol is not hiding against a coalition of Bob and all the trusted nodes. In fact, no
protocol which is hiding for both Bob and the trusted nodes can be binding for Alice according
to the no-go theorem for quantum bit commitment. As already noted, our robust protocol, which
makes use of a constant number of trusted nodes, is even robust against a coalition of Bob and
a small constant fraction of trusted nodes, as long as the other trusted nodes are indeed acting
honest-but-curiously and do not communicate with Bob during the execution period. Note that
for security against a dishonest Alice, we cannot guarantee that she is still committed to a classi-
cal value at the end of an erase phase. Hence, this primitive is weaker than a standard two-party
bit commitment whenever an erase rather than an open might be required.

5.7.2 Comparison to other variants on quantum bit commitment
5.7.2.1 Bounded and noisy quantum storage model:

In the bounded and noisy quantum storage model [13, 51, 64], security of bit commitment is
ensured by assuming that the parties do not have access to perfect quantum memory. This as-
sumption allows for the implementation of the stronger, regular version of bit commitment. In
our protocol, for the duration of the trust period, the trusted node must maintain Alice’s commit-
ment in memory, but they do not need to further manipulate it. In some sense, the requirements
here are complementary to those in the noisy storage model. In the noisy storage model, an hon-
est Alice waits for a long enough period for the content of a dishonest Bob’s quantum memory
to decay sufficiently before announcing her basis. Here, the temporary trust period must be suffi-
ciently short to prevent the contents of the trusted nodes’ quantum memories from decaying too
much before they are transmitted to Bob. Hence, as progress in physical implementations allows
for better and better quantum memory and the power of the noisy storage model decreases, our
model allows for longer trust period if so desired. We believe that efforts towards the physical
implementation of this protocol could be an interesting stepping stone towards more complicated
multi-node protocols.

5.7.2.2 Relativistic bit commitment:

In relativistic quantum bit commitment [65-68], Alice and Bob are split into various nodes at
different locations, and the security of the scheme follows from the impossibility of communi-
cation between these nodes which is enforced from relativistic constraints. Hence, Alice has to
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have complete trust into all of the nodes which are corresponding to her, and similarly for Bob.
Contrary to our temporary trust setting, there is no need for nodes which are trusted by both
parties. However, the mutual trust between all nodes associated to Alice is usually assumed to
be everlasting rather than time-limited as in our setting, and similarly for Bob. Similar to our
protocol, relativistic bit commitment is also weaker than bit commitment in the case where the
commitment is not opened.

It would be interesting to see if our protocol can be modified to fit the relativistic framework,
by splitting the temporarily trusted nodes into nodes which are temporarily trusted by Alice and
nodes which are temporarily trusted by Bob, while keeping only a single main Alice node and a
single main Bob node.

5.7.2.3 Cheat-sensitive bit commitment:

In cheat-sensitive bit commitment [69—71], it is possible that a dishonest party is able to cheat
with a non-trivial probability, but it can be caught cheating by the honest party with a non-zero
probability too. We prove something similar in one of our additional security claims. We showed
that if Bob does not communicate with the trusted nodes, then the trusted nodes cannot cheat
without getting caught with high probability. It might be possible to create stronger versions of
cheat-sensitive bit commitment in our trusted party setting.
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Chapter 6

Conclusion and Outlook

In this thesis, we studied optical communication protocols and cryptography with temporarily
trusted parties. We took the first steps towards reformulating quantum communication protocols
in terms of coherent states and understanding the resource tradeoffs for optical protocols. In
Chapter 3, we characterized the Gram matrices of coherent states in an attempt to understand
when it is possible to switch the qudit states used in a communication protocol with coherent
states. However, our work leaves several unanswered questions. An important one of these is
to determine if we can efficiently classify matrices as Gram matrices of coherent states or not.
The algorithm given in Section 3.2 for this task requires exp(O(n?)) time. It might be possible
to solve this task more efficiently by using semidefinite programming and rounding methods.
Furthermore, our numerical work suggests that there is considerable redundancy between the
conditions our current algorithm checks. We also showed that mutually unbiased bases (MUBs)
do not lie in the closure of the set of Gram matrices of coherent states. Another question we
leave open is to determine how well one can approximate MUBs using coherent states. This
might also be an interesting question from the viewpoint of cryptography and specifically quan-
tum key distribution since MUBs are maximally incompatible, that is, they maximize the entropic
uncertainty relations [72].

This leads to an interesting direction for future work: studying finite approximations of Gram
matrices using Gram matrices of coherent states. How far is a matrix from the closure of the set
of Gram matrices of coherent states, if it does not lie in this set? Also, which coherent states
could be used to best approximate this matrix? Another interesting direction would be to extend
our characterization to squeezed states and Gaussian states, which are also easy to create exper-
imentally. Understanding the class of protocols which can be implemented using these different
sets of states would also shed light on the kind of quantum resources required to implement these
protocols. It would help us understand how different states of light can be used to perform differ-
ent communication tasks. This is equivalent to studying the kinds of communication resources
different states of light constitute. Numerous studies have explored such resource theories in op-
tics [73—75]. It would further be interesting to see if this line of work can be connected with these
existing resource theories. Our work only considers the reformulation of the quantum states used
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in communication protocols. In order to implement a protocol, the measurements and operations
used during the protocol also need to be easy to implement. Future work in this area should also
look in this direction.

Lastly, the Gram matrices of a set of states encodes the information about these states rel-
ative to each other. A characterization of Gram matrices can be used as tool for solving other
problems as well. The state discrimination problem for pure states can be completely charac-
terized in terms of their Gram matrix. It might be possible to use our characterization to derive
analytical solutions or bounds for the state discrimination problem for coherent states. Similarly,
Gram matrices also play an important role in the proof of the partial results given in Ref. [76]
towards lower bounds on stabilizer ranks. It might be possible to extend such ideas to the field
of continuous-variable quantum computation using our characterization.

In Chapter 4, we turned our attention to improving the implementation of quantum communi-
cation protocols. We discussed our collaboration with with an experimental group to implement
the quantum fingerprinting protocol with the objective of beating the classical information leak-
age bound. We also studied the bounds on the growth of the mean photon number and the
number of modes of a protocol for optical quantum commmunication protocols in the simulta-
neous message passing model. Firstly, it would be interesting to see if we can generalize our
bounds to protocols in more general and interesting communication models (for example, to two
party interactive communication protocols). Further, it is also not clear at this point if these are
the tightest possible lower bounds for these resources in this model. It would be interesting to
see if one can come up with tighter tradeoff bounds for communication protocols which use only
coherent states and Gaussian states.

We further developed tighter tradeoff relations for coherent state quantum fingerprinting
(QFP) protocols. We showed that the coherent state protocol given in Ref. [12] is almost op-
timal and can only be improved by at most a constant factor. We also suggested a protocol to
improve the rate of coherent state QFP protocols by about 20. It would be interesting to see if the
suggested protocol can be implemented experimentally. As stated earlier, squeezed states and
Gaussian states are also easy to implement. Whether or not one can use squeezed states (or other
easy-to-implement states) to make the QFP protocol faster still remains an open question.

Finally, in Chapter 5, we introduced the temporarily trusted party setting and gave a protocol
for erasable bit commitment (EBC) in this setting. Our EBC protocol used BB84 states. We
believe that these can be replaced with coherent states in a straighforward fashion to make im-
plementation more robust. However, further work needs to be carried out to show this. In order
to make the protocol more experimentally viable, it should be determined if the protocol can be
modified so that it does not require the use of quantum memories (as is the case with the noisy
storage protocols [13]). Quantum memories are very lossy and difficult to create. It would indeed
be very difficult to demonstrate a protocol, like ours, with a large number of quantum memories.
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It would also be interesting to further study the applications of the erasable bit commitment
primitive. Bit commitment can be used to implement several interesting protocols like coin
flipping and secure evaluation of unitaries against specious adversaries [53]. It is also not clear if
the standard stronger version of bit commitment can be implemented in the trusted party setting.
More generally, we also need to further study the temporarily trusted setting and determine if
other interesting cryptographic primitives are also possible in this setting. Further work is also
needed to understand the absolute limits of this setting. For example to determine the minimum
number of trusted parties required to implement EBC. Another interesting direction for future
research would be to relate the temporarily trusted setting and the relativistic setting [65, 68]. In
particular, is there a way to implement bit commitment, with the help of relativistic constraints,
such that some subset of the temporarily trusted parties is only trusted by Alice and the others
are only trusted by Bob.
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Appendix A

Known results used for Chapter 4

A.1 A simple combinatorial inequality

Lemma A.1. For n,m € N we have

(n+m
m

)S (1+m)".

Proof. Observe that

m m! n!
m+n m+n—-1 m+1

(n+m): (n+m)!

n n-1 1
<(T+m)".
O
A.2 Proof of Theorem 4.2
To prove the theorem, we use the Chernoff bound, which we state here for completeness.
Theorem A.1 (Chernoff Bound). For a random variable, X, the following bound holds
E[etX
P(XZa)Sinf{ Le ]}. (A1)
>0 eta
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The E[e!X ] term is the moment generating function of the random variable, X. For the Pois-
son distribution, X ~ Poi(\), this is,

E[e"*] = exp (A(exp(t) - 1)).

In this case, the bound given in Theorem A.1 can be evaluated to [77]
Pr(X >a)<e™ (@) (A2)
a

Proof of Theorem 4.2. For a parameter A > 0, we define

or

S
1]
—_

Fa=A{lna) [ng) - [nm) :

Va = span{Fx }.

n; <p+A}

We will show that for an appropriate value of A, V, is the required Hilbert space. Let Px be the
projector onto V. Recall that NV is the total number operator and for a multimode coherent state
the measurement of this operator is distributed as a Poissonian. Observe that,

[Pallow) = law) I3 = Pria,y (N > u+A)

pnt+A
< elle=lz eloal;
w+ A

S( BM ),U,+A
w+ A

For e > 0, if we set A = (2e — 1) + log(4/€2), we have that

and

In particular, we get

[Pallaz) = o)l < 5

Thus, if set [, ) := Pa|aw)/| Pal e ) |2, then, for every = we have

” ”CY;,;>><<04IH - |\Dx> <\Dx| ”1 <€

using the Fuchs- van de Graaf inequality.
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Now, we show that for the value of A chosen above (for ), log(dim(Va)) = |Fa| = O(ulogm).
Observe that A = O(p). We now bound the cardinality of Fa. Observe that the number of posi-
tive integer solutions to

Mz
S

A
=

+
>

~
Il
—_

is lesser than,
(KA + m)
m
where, K := [p + A]. Therefore, using Lemma A.1, we have
K
Fale (720 < (e myte,
m

Thus, the dimension of the Hilbert space Va satisfies

log(dim(Va)) = < Kalog(1+m)
<(p+A+1)log(1l+m)=0(ulog(m)). (A.3)

A.3 Interference measurement for general coherent state QFP
protocols

Suppose, that Alice and Bob use the set of coherent states { |, )}, satisfying |(||a. ), oy )| < &
for x # y as fingerprinting states. In this subsection, we show that the Referee can use
the interference measurement described in Section 4.2.2.2 to determine if x = y with error
9. Consider x,y € {0,1}" and the corresponding fingerprinting states |, )) = ®!"; |cw;) and
|ov, ) = ®i2 |ay:). Recall once again that a balanced beam splitter transforms the coherent states
as [a)|B) — [(a+ B)/v/2), |(a - B)/\/2)_. Average number of photons seen by a CCD detec-
tor at the dark port are

Z |O‘rm O‘y% _iHO‘z_O‘y”?

This would be zero for the case when x = y. To discriminate z # y from this case, we calculate
the probability of observing photons at the dark port when x # y.

PN =0) = exp - 5l - g [3) = (). lay))
P(N £0)=1-P(N =0)

= 1= (o), layh)l
>1-0

Since this is true for all = # y, in this case 9 is also the error of our protocol.
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Appendix B

Formal proofs for the results presented in
Chapter 5

B.1 Channel Model

As stated in the main body, we study quantum channels with the following authentication guar-
antee: if the quantum channel in one direction between a pair of participants is used n times in
a given timestep, then at least (1 — ¢)n of these transmission will be transmitted perfectly, while
the other at most en transmission might be arbitrarily corrupted by the adversary.

We now argue that this is sufficient to model some random noise, e.g., depolarizing noise,
except with negligeable probability.

As a model for random channel noise, we use a depolarizing qubit channel, which takes
as input a qubit p and outputs (1 —€)p + e% for some parameter e. Note that for any p, % =
%( p+XpX +YpY + ZpZ). This is a very general noise model, in particular it is a stronger
form of noise than erasure noise, since we can always further decay an erasure channel into a
depolarizing channel by outputting % whenever there is an erasure flag. Moreover, if we apply n
idenpendent depolarizing channels to n qubits, then, except with probability negligeable in n, the
output of these channel is a combination of at least (1 - % +0)n perfectly transmitted qubits plus
Pauli errors on the remaining qubits, for some small constant 6. We can then denote v = 1 - % +0
the fraction of perfectly transmitted qubits, except with negligeable probability in n.

B.2 No-go for classical EBC protocols

In this section, we will show that EBC cannot be implemented classically. The proof of this fact
is similar to the proof that unconditionally secure bit commitment cannot be implemented clas-
sically. In particular, we show that if the protocol is statistically hiding for Bob and the trusted
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parties after an erasure phase, then the protocol is not binding for Alice.

We assume that all the trusted nodes are honest but curious and that there is no dishonest
adversarial node (this is sufficient to prove the result). Moreover, we assume that each party
keeps a copy of their message transcripts, since they are allowed to be honest-but-curious. Let
b € {0,1} be Alice’s input. The transcripts after each phase of the protocol for honest Alice and
Bob are given by:

Commit: M := (AB¢, AT¢, BT¢, TTY)
Open: M{M = (ABSABY, ATCAT?, BT BT?, TTSTT?)
Erase: MEM = (ABCABE, ATCATS, BTe BTe, TTCTTY).

where the random variable X Y;)ph represents the transcript of communication between party
X and party Y during the phase ph of the protocol given that Alice’s commitment is b. The tran-
script of communication between all the trusted parties and Alice is written as AT’ for the sake of
simplicity. Similarly, BT represents the transcripts between Bob and all of the trusted nodes and
T'T the transcripts between all of the trusted nodes. Further, let Rp be the private randomness
used by Bob and R be the private randomness used by all the trusted parties. As we aim to show
that Alice can cheat, we assume that Bob follows the honest strategy throughout the protocol.

If Bob and the trusted parties get together after an erasure, then all the transcripts would be
available to them. The requirement that the protocol be hiding for Bob and the trusted parties
after an erasure implies that

MSM(S)RBRT e MEMTRBRT
= M(C)RBRT RN MiRBRT

using the monotonicity under partial trace. We will now show that a dishonest Alice can use this
to cheat. First, she runs the commit phase for b = 0. Now, if she wishes to open a 0, she simply
runs the open phase honestly. On the other hand, if she wishes to open a 1, then all she has to do
is to run the open phase for 1. In this case, we have

MSRBRT R MTRBRT
= MEMSRp Ry v MSMSRp Ry

where M¢ denotes the transcripts produced during the open phase by a dishonest Alice following
our procedure. The approximate equality in the second step follows once again from the mono-
tonicity of the trace distance. The right hand side in the second equation above opens b = 1 due
to correctness with high probability (> 1 — €). Thus, except with probability 2¢, Alice is able to
open a 1 even though she committed to 0.
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B.3 Proof of Security for the Erasable Bit Commitment pro-
tocol

B.3.1 High-level description

Our definitions are direct adaptation of those of Ref. [13] in the two-party setting to the tem-
porarily trusted setting we study here. There, informally, the bit commitment scheme consist of
commit and open primitives between two parties, Alice and Bob. First, Alice and Bob execute
the commit primitive, where Alice has input = € {0,1}¢ and Bob has no input. As output, Bob
receives a notification that Alice has chosen an input = € {0, 1}¢. Afterwards, they may execute
the open protocol, during which Bob either accepts or rejects. If both parties are honest, Bob
always accepts and receives the value z. If Alice is dishonest, however, we still demand that Bob
either outputs the correct value of x or rejects (binding). If Bob is dishonest, he should not be
able to gain any information about = before the open protocol is executed (hiding).

Here, for our erasable bit commitment scheme, Alice and Bob use help from temporarily
trusted nodes 71, . .., 7,, in order to implement the commit and open primitives. We assume that,
except for at most ¢ of these nodes which might collaborate adversarially, perhaps with a dishon-
est Alice or Bob, all these temporarily trusted nodes act (quantum) honest-but-curiously during
the protocol, without collaborating with any other nodes during the execution of the protocol.
After the execution of the protocol, the trust assumption is lifted: all the temporarily trusted
nodes 71, ..., 7, and the dishonest party might gather the data they accumulated during the pro-
tocol and act adversarially against the honest parties. In order to complete the execution of the
protocol (and lift the corresponding trust assumption) after a commit phase which will not be
opened, we add a phase to complement the open phase, which we call an erase phase. This phase
forces the temporarily trusted nodes to forget about the commitment before we end the protocol
and lift the trust assumption.

As is standard to simplify security definitions and protocols achieving such security, and as
is done in Ref. [13], we make use of a randomized version of a commitment. Instead of inputting
her own string =, Alice now receives a random string c at the end of the commit phase. Note that
if Alice wants to commit to a value x of her choice, she may simply send the XOR of her value
with the commitment = @ c to Bob at the end of the commit protocol.

B.3.2 Formal definitions for erasable bit commitment

To give a more formal definition, we also provide direct adaptation of the definitions of Ref. [13]
to the current setting with temporarily trusted nodes. Note that we may write the commit, open
and erase protocols as CPTPMs C4pr, Oapr and E 4, respectively, consisting of the local ac-
tions of honest Alice, Bob and the temporarily trusted nodes on registers 7" = 17 ..., together
with any operations they may perform on messages that are exchanged.
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When all parties are honest, the output of the commit protocol will be a state C'apr(pin) =
pcapr for some fixed input state p;,, where C' € {0,1}¢ is the classical output of Alice, and A,
B and T are the internal states of Alice, Bob and the temporarily trusted nodes, respectively. If
Alice and some nodes 7Tz, for £/ ¢ [m] and |E| < t, are dishonest and collaborate, then they might
not follow the protocol, and we use C 4/ BTLT, 1O denote the resulting map, where E = [m]\ E.
Note that C'y BTLT might not have output C, hence we simply write p 4/ BT,Tg for the resulting
output state, where A’T7, denote the registers of the dishonest Alice and 7. Similarly, we use
Ca B'TLTy 1O denote the CPTPM corresponding to the case where Bob and 7z are dishonest, and
write pca B'TLTy for the resulting output state, where 5’77, denote the registers of the dishonest
Bob and 75. The case of both Alice and Bob honest but dishonest 7 is similar.

The open protocol can be described similarly. If all parties are honest, the map O 451 creates
the state 1,5, = (Ic ® Oapr)(poasr), where C' € {0,1}¢ and F € {success, failure} is the
classical output of Bob. Again, if Alice and T are dishonest, we use O 4/ BT Ty O denote the
resulting map with output 7,4,/ ToCF Similarly, we use Ocapr7y, to denote the CPTPM corre-
sponding to the case where Bob and Tr are dishonest, and write ncpiry, for the resulting output
state. In the case of both Alice and Bob honest but dishonest 7z, we use Oc 4 BT T, 1O denote the
CPTPM corresponding to the case T are dishonest, and write 7). FT) Ty for the resulting output
state also considering the memory content of the quantum honest-but-curious nodes in 7.

The erase protocol can also be described similarly. If all parties are honest, the map Espr
creates the state (cr := (Ic ® Eapr)(pcapr), where F' = erase is the classical output of Bob.
Again, if Alice and Tz are dishonest, we use F 4/ BTLT; O denote the resulting map with output
C ATLF- Similarly, we use Ec 4 B'T,T, 1O denote the CPTPM corresponding to the case where
Bob and 7% are dishonest, and write (¢ B'TLTy for the resulting output state also considering the
memory content of the quantum honest-but-curious nodes in 7. The case of both Alice and Bob
honest but dishonest 7 is similar.

The security definitions for EBC as defined here are direct adaptations of the definitions in
Ref. [13], which are themselves a generalization of the ones in Ref. [50], to our setting.

Definition B.1. An (/, ¢) randomized erasable string commitment scheme is a protocol between
Alice, Bob and temporarily trusted nodes 71, . .., 7, satisfying the following properties:

Correctness:

Open: If both Alice and Bob are honest, the set of dishonest 7;, E c [m] is such that |E| < ¢,
and the rest of the 7; are quantum honest-but-curious then, after the open protocol, the ideal state
occorr 18 defined such that

1. The distribution of C' is uniform, Bob accepts the commitment and the 7;’s learn nothing
about c:

ooFT = To,1}¢ ® [successsuccess| ® or.

2. The joint state 1. created by the real protocol is e-close to the ideal state
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Nocrr ®e OCCFT-

Erase: If both Alice and Bob are honest, |E| < ¢ and the rest of the 7; are quantum honest-
but-curious, then after the erase protocol, the ideal state oy 18 defined such that

1. The distribution of C' is uniform, that of C'is constant, Bob outputs an erasure flag and the
7T:’s learn nothing about c:

Oocrr = T}t ® |0X0| ® |erase)erase| ® or

2. The joint state (= created by the real protocol is e-close to the ideal state

CcéFT Ne OCCFT-

Security for Alice (e-hiding):

Commit: If Alice is honest, |E| < ¢ and T are quantum honest-but-curious, then for any joint
state poprryT, created by the commit protocol, the Bob and the adversarial nodes do not learn
C:

PCB'Ty Ne Tio1}¢ ® PBITY,

Erase: If Alice is honest, |E| < t and T are quantum honest-but-curious, then for any joint
state Ccprry T, created by the erase protocol, the adversaries together with the honest-but-curious
nodes do not learn C":

CeBrTy Ty Re T(o,13¢ ® (BT T -
Security for Bob (¢-binding):

If Bob is honest, |E| < t and T are quantum honest-but-curious then there exists an ideal
state 0¢ 4 pry 1, Where C'is a classical register such that for all open maps O ,, BT, Ty A'CFT, Ty

1. Bob almost never accepts C 4 C:

0
For Tencrryr,

Pr[C # C and F = success ] < e.

2. If the open map is applied to the real committed state, the joint state produced 7 4,4 oy T, =
E
O(par BT, T ) is e-close to the ideal state

A e
NarcrryTy Ve A'CFTLTy
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B.3.3 Security proofs
B.3.3.1 Intermediate results

We will prove some Lemmas, which will act as intermediaries to prove security. In particular,
we will analyze the actions of the honest-but-curious nodes in the protocol.

Lemma B.1 (Corollary to Uhlmann’s Theorem). Suppose that p,p’ € D(X) such that 1/2|p -
p'|l1 < €. Then, there exist purifications of p and p', |1) and |)") in X ® X respectively such that

[0) (Dl % e [9) (] (B.1)

Proof. Using the Fuchs-van de Graaf inequality (Theorem 2.4) we have that

1
F(p,p') 21-5lp-pli>1-e

Further using Uhlmann’s theorem (Theorem 2.3) we have that there exist purifications |¢)) and
|4") in X ® X of p and p’ such that

F(p’ Pl) = | WW) |a
which implies that
(") > 1 -e
Now using the fact ( [16, Eq. 1.186]) that

10 (= 17) W s = T TP

we have

S0 (= 17) W s < Ve
[

In the following Lemma, we consider the action of an honest-but-curious node in the erasable
bit commitment protocol in a general fashion. We suppose that Alice sends the 7" part of the
state pry to the party 7'. The R part of the state may be arbitrarily distributed between the rest
of parties. For example, in the real protocol the register R = (A, T'), where T represents all the
trusted nodes other than the node 7. Then, we consider the cases of ’Open’ and ’Erase’ and
show that the state held by 7" after these are almost decoupled from the state that Alice gave him.
In particular, we assume that after the announcement of *Open’ (or Erase’), T" applies the map
@9_} v (Or CD?_} ) to his part of prr and sends the B (or A) share of the state to Bob (or Alice).
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Similarly, the rest of the parties apply an arbitrary channel, @y to the register R. This channel
can be arbitrary since the behaviour of 7" should appear honest irrespective of the strategies of
the other parties by definition. We then show that

(PR ® DL 51 ) (PRT) ~o(y5) (PR ® I7-5)(PRT) ® G177
(PR ® PF_ur) (PrT) ~o(y5) (PR ® Ir-a)(pRT) ® D17

where 7 and @y are fixed states.

Lemma B.2. Let T be a 6—honest-but-curious node in the erasable bit commitment protocol.
Suppose that during the commit stage of the protocol, Alice sends the 'T' substate of the state
prr to the party T. The R part of the state is distributed arbitrarily between the parties other
than T. Further, suppose that in the case of an 'Open’, T applies the channel ®2_ .., to his
state I'. Then, there exists a state o such that for every state prr distributed by Alice during
the commit stage and every channel ® applied on R during the open phase, the state nrpr =
(Pr ® P 51 )(prr) (Where the B part is given to Bob by T and the T" part is held by T)
produced during the open phase is such that

NrBr %5 /55 (PR ® I1_.8)(PRT) ® 077

Similarly, suppose that in the case of an 'Erase’, T applies the channel ®F_ ., to his state
T. Then, there exists a state wy such that for every state prr distributed by Alice during the
commit stage and every channel Oy applied on R during the erase phase, the state (gar :=
(Pr®®E_ 1) (prr) (Where the A part is given back to Alice by T' and the T" part is held by T))
produced during the erase phase is such that

Crat %5 /55 (PR ® ITA)(pRT) ® W77

Proof. The proof of this Lemma follows the same argument as the proof of the Rushing Lemma
in (Lemma 6.2 in [53]). We will prove this Lemma only for the case of an ’Open’. The case of
an ’Erase’ follows similarly. Note that due to convexity of the trace norm, it suffices to prove
this Lemma for pure states. Further, it is also sufficient to consider isometric channels @ for an
arbitrary register 1, since one can use the Stinespring representation to write a general channel
as an isometric channel composed with the partial trace (see for example [16, Sec. 2.2.2]) and
the trace distance decreases under a partial trace operation.

Suppose that after the announcement of *Open’, the trusted node T applies the map ®F._ ..,
and the isometric channel ®p is applied to the register R by the other parties. Choose and fix a
state pg% = |w}(%1T)) (ng)| We then define the state

1 1
Niagr = (Pr® DL pr) (Pe).
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Since T is -honest-but-curious in the case of an open, there exists a channel 77 such that
(Inp ® Ter) (Mighe) 5 (PR ® Iro) (pl))
= 0y~ (Pr ® Irmp) (pY)).

Now, we use Lemma B.1 and the fact that (Pr ® I 5)( pg% is a pure state to show that there

exists a state o7, and a purification ng;T,, of ng; such that

1 1
Mt ~yzs (Pr © Ir5)(P50) ® o'

Further, since n}%%T,, is a purification of 771(1315); and has the same partial state as ng;T, on registers R
and B, there exists a quantum channel €27~ acting only on 7" transforming ng;T,, into nggT,
( [16, Proposition 2.29]). Thus, we have

Nz~ (P ® Irp) (ph)) ® 67 (B.2)

where orr = QTH_;T/(O"TH),

We claim that this state 7 is the required state. Consider the state p = |¢)gr) (¥ rr|. Now, let
o) = 1NV2(|1) [WrT) + [287) |¢gT))) where |1z/) and |2p/) are orthonormal states. Define
the states

nrpr = (Pr ® O pr ) ([Yrr) (Vr7))

Nrrpr = I ® Pr® P2 pr ) (Whirr) (Vierr ).
Since, the node is d-honest-but-curious irrespective of the strategy of the other parties, we once
again have

Nrrs ¥ (Pr @ Irp) ([Vkrr) (Vrrrl)

where we have omitted the identity map on R’ for brevity. Arguing as before, we see that there
exists a state o7, such that

Nrrpr *va5 (Pr® Irop) ([Vrpr) (Vrirrl) ® o7

If we now apply the channel of the measurement in the {|1r/) (1z/|,|2r/) (2r/|} to both the sides
of the above equation we get

NRBT %9 /35 (Pr ® L(r-B))([VrT) (YRT])) ® 07/ (B.3)
Nhrr Sauzs (Pr ® Lo (WG (052]) ® o (B.4)

Combining Eq. B.2 and Eq. B.4, we get

"o, ~
O ~3/25 arr.

Using this we can show that

NrET M55 (PR ® I(r-p)) ([YRT) (VRT])) ® 57/

which proves our claim since [¢)gr) was arbitrary. ]
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In the next Lemma, we consider the action of all the honest temporarily trusted nodes together
during the protocol. This Lemma will be useful while proving the various security definitions.
Let E be the set of adversarial trusted nodes (7;). We assume that at least one of Alice and Bob is
honest. This assumption is satisfied by the hypotheses of our security requirements. Under this
assumption, during the commit stage Alice distributes the state pap.71,7,, Where the register
Be = (©,Z,R) and is held by Bob. Apart from this restriction, we do not place any other
restrictions on the behaviour of these parties. Alice, Bob and the adversarial trusted nodes 7z
follow an arbitrary (possibly dishonest) strategy during the protocol and the trusted nodes 75 act
honest-but-curiously. Under these conditions, we show that the trusted nodes act almost honestly
upto storing some fixed state in their memories.

Lemma B.3. Consider the erasable bit commitment protocol. Let E be the set of adversarial
trusted nodes (T;). We assume that one of the parties Alice or Bob is honest. Suppose that during
the commit stage, (possibly dishonest) Alice prepares and distributes the state p ., T,, Where
the register Bc = (0, Z, R) and is held by Bob. Let P9 BT, D€ the channel applied by Alice, Bob
and the adversarial nodes in case of an 'Open’. Similarly, let P& BoTy D€ the channel applied by
Alice, Bob and the adversarial nodes in case of an ’Erase’. Then, in case of an 'Open’, the state
received by Bob 1 AT, T} Be.B (where T and Ty, are registers held by T, and Tg after an ’Open’)
satisfies

N 0 .
NATLTL BB ®myas (Ug—B5 ® Ao, ) (ParBeTsTs) ® 0Ty -

Jfor some fixed state .. In the case of an ’Erase’, the state C AT T Be received back by Alice
satisfies (where T, and T, are registers held by T, and Tg after an "Erase’)

E ~
gA’TETEBC Y] (ITEﬁAE ® CDABCTE)(pA’BCTETE) ® Wty -

Jfor some fixed state wr.

Proof. Once again, we will prove the statement for the case of an ’Open’. The proof for an
"Erase’ follows similarly. Suppose, that in case of an "Open’, each honest-but-curious node 7;
for ¢ € I applies the channel @, := @%% p,rv and the other parties apply the channel P9 BoTs

collectively to their states. Thus,

ieE

Now using Lemma B.2, we know that there exist fixed states o, for i € E for which

~ o 5
NATLTLOB M5 /35 (]TE1—>BE1 ® ( [ (I)Ti) ® q)ABCTE) (PaBeTyTE) ® O,
S IREI

¥51EV25 (]TE_’BE ® (I)chTE) (parBeTyTy) ® ®5T{
icF

O ~
N5mv/25 (ITE_’BE ® q)ABCTE) (pA’BcTETE) ® @ oar;
el
where the second step is the result of repeating the first step multiple times, and in the third step
we use the fact that || < m. Hence, the Lemma is true for 67, := ®;.5077 [
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B.3.3.2 Correctness for honest Alice and Bob
Correctness for Open:

Proof. If Alice is honest, then she generates the state

pxezr = Y, 270D |2) (a] ©16) (8] ©|2) (=] © H' [Enc(x) @ ) (Enc(x) @ 2| H’

z,0,z

and sends 6,z to Bob, and the registers T' = (T;) to the trusted nodes. Let E be the set of
adversaries. Suppose, that in case of an open each honest-but-curious node T; for i € £ applies
the channel &, = &, BiT! and the adversarial nodes apply the channel &7, = @7, _, BgT.,
collectively to their states. Let nxe BILTY, be the real state of the protocol after the trusted nodes
forwards their shares to Bob, that is

NNX©zZBTLT;, = ((® CDT,-) ® CI)TE) (pxezr)
el
Further, we suppose that Alice and Bob shared a random 7 € R for privacy amplification during
the commit phase. By Lemma B.3 we know that
NXOZBTLT) N5 /35 (Ir,~p5, ® Pry) (pxezr) ® ory . (B.5)

for some fixed state &T};' For this strategy of the trusted nodes we define the ideal state oo pr to
simply be the state

occrr =Y. 27 ec) (cc| ® [success) (success| ® or
C

for o defined as
or =071, N1y,

where 7 is the partial state held by the nodes T at the end of the "Open’ stage in the real
protocol. This ideal state satisfies the security requirements given in B.1. Further, if we apply
the decoding map to both sides of Eq. B.5, we see that Bob is able to recover X = X with high
probability since |E| < ¢ and the channel error rate is y. Now observe that

HI™2(X|TLTE), > (8. + 6')n

min

by using Eq. B.5 and an argument similar to the one given in Sec. 5.5.5. By privacy amplification
(¢ = 6.n), we can show that the distance between the ideal state and the real state is at most

¢ = 2- 51 4 5ma/20.
O

Correctness for Erase: Following the same arguments as above one can prove the correct-
ness of Erase in our protocol.
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B.3.3.3 Security for honest Alice

The hiding properties of the protocol during the commit stage were proven in Section 5.5.3.

Further, the proof of security for Alice after an erase follows the argument as the proof for
correctness of an Erase. The only difference being that the adversaries in this case have access
to © as well. The arguments given in Section 5.5.4 handle this too.

B.3.3.4 Security for honest Bob

Proof. We now formally prove security for honest Bob. We use a simulator argument similar to
that used in Ref. [13] (proof of Theorem IIL.5) to define the ideal state o¢ 4/ gy 7, - We show that

Alice is committed to C' after the commit phase, i.e. she cannot open somethmg dlfferent than C
except with negligible probability.

Suppose that during the commit phase of the real protocol, Alice sends the 7" part of the
state p 4/ to the trusted nodes and 6 and 7 to Bob. Also, let @7, be the channel applied by the
honest-but-curious node i € E. First, for the honest-but-curious party i € E, we let the state 77,
be the state shown to exist in Lemma 2, such that for every initial state p 47,7, and every channel
® 47, applied to the registers held by all the other parties

(Par, ® D7) (parsTy) %535 (Par, ® I, ) (paryT,) ® 077

Now, we show the existence of the ideal state ¢ 4 gy 1 algorithmically by making Alice and
the 7;’s interact with a simulator. Imagine a protocol l'f;lm where instead of sending the quantum
states to the trusted parties during the commit stage, Alice sends the shares of the honest-but-
curious parties pr, to a simulator and the share of the adversaries to the adversaries. Alice also
shares ¢ and r with the simulator. The simulator measures pr,, in the ¢ basis to get yz. Define
y == (yz O) and let § be the codeword closest to 3. Further, let  := Dec(y) and ¢ := Ext(Z, r).
Then, it re-encodes 7/ in the @ basis (as H? |y5)) and sends it to the honest-but-curious parties .
Further, in this protocol, we assume that in the case of an ’Open’, the honest-but-curious nodes
i € &/, T; apply the channel <I> ) which we define as CD( )(p) p ® o, for every state p. Finally,
Alice and the adversaries 1g apply whatever channel they apply during the commit stage in the
real protocol. To prepare the ideal state oz BT, Ts the parties follow the above protocol. The

register C simply contains the string c.

We now prove that for any strategy of Alice and the adversaries after the commit stage on
the ideal state defined above, Bob opens the string ¢ during a successful open. Suppose, Bob
measures the state, he receives during the open stage, in the 6 basis and gets the outcome . Since,
the T’z do not change or disturb their states during Il;,,, the Hamming distance (h) between ¢
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and y satisfies
L n
hg,7) < |E[—+n
m

<(i+ )n_ﬁ
< V)=

m

with high probability. Further, we have that 2(g,7) < h(9,7) + h(7,9) < 3(d - 1)/4. For any
codeword y’ such that y’ # gy, we have that

h‘(@v y,) 2 h‘(gv y,) - h(ﬂ?@)

2d_S(d—l) S d—l‘
4 4

Since, Bob discards the commitment in case the Hamming distance between the measured string
and the nearest codeword is more than (d — 1)/4, the adveraries cannot change the commitment
after the commit stage. Hence, the ideal state defined above satisfies the security definition.

Now, we will prove that the real state produced during the protocol is close to the ideal
one after the open map is applied. Since, the action of the trusted nodes and the simulator in
15, commutes, this protocol would produce the same state as a protocol where the simulator
is between the trusted nodes and Bob. Then, observe that in Ilg,,, since the simulator encodes
the string ¢ in the # basis and Bob measures this in the # basis, we can simply remove this re-
encoding and measurement step from the modified protocol. The protocol constructed this way,
though, is exactly the original protocol, except for the fact that the honest-but-curious nodes
instead of applying the maps @, apply @%j). Using Lemma B.3, we can prove that the state of

this protocol is 5m\/2¢ close to the real state. ]

B.4 Decoupling of honest-but-curious nodes during the pro-
tocol

In addition to satisfying the hiding property for Bob’s and the adversarial nodes, our protocol
satisfies the following hiding condition for the honest-but-curious nodes.

Definition B.2 (Hiding for the honest-but-curious nodes). If Alice is honest, |E| < ¢ and T3 are
quantum honest-but-curious, then for any joint state pc B'TLTy created by the commit protocol,
the honest-but-curious nodes do not learn C, or equivalently, they are completely decoupled from

C:

Vie E L PCT; Be T{0,1}! ® pr,
The proof of that our protocol satisfies this property was given in Sec. 5.6.1.
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B.5 Definitions and proofs for the expungement property

B.5.1 Definition of the expungement property

Definition B.3. An (/,¢) randomized erasable string commitment scheme is said to satisfy the
expungement on success property if it satisfies the following properties:

Open: If both Alice and Bob are honest and /'y = F'z = success after the open protocol, then
there exists an ideal state oo pp satisfying the following

1. The distribution of C'is uniform and the 7;’s learn nothng about c:

ooFT = To,1}¢ ® [successsuccess| ® or.

2. The joint state 1) created by the real protocol is e-close to the ideal state

NoérT ®e OCCFET-

Erase: If Alice is honest, Bob does not collaborate with the trusted nodes during the protocol
and Iy = erase after the erase protocol, then the joint state (¢ g/ created by the erase protocol
satisfies the following:

CoB'T ™e T(o1)¢ ® CBrT-

B.5.2 Proof of the expungement property

We only prove min-entropy bounds on the relevant states. These are sufficient to prove the re-
quired statements. However, depending on the noise parameters it might be necessary to change
the some of the protocol parameters to achieve security as above. In order to complete the proof
that our robust protocol satisfies the expungement property, we first list the properties of min-
entropy that we will use, and then derive the desired min-entropy bound. We denote by F the
register of the adversarial trusted node who keeps information about X, by ¥rxy zye the state
prepared by Alice and by pgpxy zuve = Nr-g(Urxy zue) the state after the adversary acted on T
and kept register E£.

B.5.2.1 Preliminaries for min-entropy bound

We have z €, {0,1}F, 2 €5 {0,1}", 0 € {0,1}".
Also, y = Enc(z),u=y @z, y=u® zand [¢)) = HY |u).
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Hence, %, = ¢4 ® p% and then pY, = Nrop(¥%,) = Nroe(Yh) ® p% = pi ® pl with
p% = Enc(7x ), and then

Huin(Z|IUE) = Hyun (Z|0). (B.6)

Then,

Huin (Z|U) = Hnax (Z|U) = Hyin (U] 2) = k, (B.7)

since Hyin (Z|U) = Hpin(Y|U) = Huin(Y) = Hpin(X) = &, and similarly for H,,,.(Z|U)
and H,,,;, (U|Z).

For smooth entropies, we also have that
HL (X[EZ) = Hy,,,(YIEZ) = Hy,, (UIEZ), (B.8)
in which the last equality follows from [78, Lemma A.7].

We also make use of the following chain rules for smooth entropies (these are special cases
of the inequalities proven in [63]), with f. = log(——),

1-V1-€2
Hinin (AB|C) 2 Huin (A BC) + Hiyi (BIC) = [, (B.9)
Hy,ax (AB|C) < Hiax(A[BC') + Huax (B|C) + fe, (B.10)
H?nﬁln(AB|C) < H’r7n€1n(A|BC) + Hiieax(B|C) + 2f57 (Bll)
M (AB|C) > Hinin (A BC) + HE,( (BIC) - 2f.. (B.12)

We use the fact that the smooth entropies satisfy a data processing inequality,

He . (Z|E) <HS,.(2). (B.13)

max

Finally, we use the following bound from uncertainty relation/sampling, for some parameters
e and d, and for ~y the tolerable noise rate,

He i (UIE) 2 n(1 = Hy(y + pe)) = . (B.14)
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B.5.2.2 Deriving the min-entropy bound

We can now prove the desired bound on H”®. (X |EZ),

min

k-HS (X|EZ) = Hun(U|Z) - HEL(U|EZ) by (B.7) and (B.8)
<HL.x(UZ) - Hi(2) + 2/, by (B.12)
-H, (UZIE) + Hi (Z|E) + 2f. by (B.11)
<Hux(UZ) - Hig(UZ|E) + 4 f. by (B.13)
< Hiax(U) + Huax (Z]U) + £ by (B.10)
- H i (UIE) = Huin(ZIUE) + fo +4fe by (B.9)
=n+ Hyuax (Z|U) + 6 f.
- Hi (UIE) - Huin(Z]U) by (B.6)
=n-H,(U|E) +6fe by (B.7)
<n-n(l-Hy(y+pu))+0.+6f. by (B.14)
= n(Ha(y + pe)) + 0c + 6 fe.
Rearranging terms, we get
Hi5(X|EZ) > k= n(Hsy(y + pie)) = 0c = 6. (B.15)
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